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Introductions

Bio: Leslie Willis

ETSI ISG NFV SEC Working Group Chair

Principal Security Authority and Distinguished Engineer at BT plc

Working in cyber security for the last 18 years and working at BT since 1996
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ETSI Network Function Virtualisation
Where Are We Now

Founded in November 2012 by seven of the world's leading 
telecoms network operators, ETSI ISG NFV became the home of 
Network Functions Virtualisation (NFV).

Release 4 now coming to an end

Release 5 just starting

Release 6 starting study phase

Release 4 introduced

Cloud Native Container-based deployment

Further 5G support

Generic OAM functionality, and more

https://www.etsi.org/technologies/nfv
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ETSI NFV Security, Past to Present

NFV-SEC 001 published 2014

Set out potential areas of concern

NFV-SEC 003 published 2014 and updated in 2016

Describes security and trust guidance that is unique to NFV development, architecture and operation

24 ETSI NFV SEC work items (WIs) over several releases (Rel-2, Rel-3, Rel-4) 

Reports (GRs) and Specifications (GSs)

8 active non-published WIs with 1 more being published soon

Several IFA and SOL relevant specifications

IFA026, IFA033

Security considerations clause in other GR & GS
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Trustworthy Compute and Remote Attestation

Initially explored in NFV-SEC 003 Security and Trust Guidance report (2016)

Attestation technologies and practices covered in NFV-SEC 007 (2017)

attestation architecture further covered in NFV-SEC 018 (2019)

Further work is ongoing within

NFV-SEC 023 Container Security specification

NFV-SEC 025 Secure End-to-End VNF and NS management specification

NFV-SEC 026 Isolation and trust domain specification
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Remote Attestation Motivation & Problem Statement

“Today's deployed systems face a huge amount of threats that have the capability to compromise them 
partly or fully and, in many cases, involves that an attacker modifies a system such that malicious 
software is executed. Execution of code that was not intended to be executed on the system is expected to 
be detectable. One defensive measure that addresses the malicious software execution is Remote 
Attestation.”

“RA is a well-known concept that is used to determine the trustworthiness of systems. Hence it might be 
used to facilitate the detection of unintended/malicious software.”

- ETSI GR NFV-SEC 018
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ETSI GR NFV-SEC 003 Security and Trust Guidance

The dynamic nature of Network Function Virtualisation demands that security technologies, policies, 
processes and practices are embedded in the genetic fabric of NFV.

“Trust is highly dynamic and described in assurance levels based on specific measures that identify when 
and how a relationship or transaction can be relied upon. Trust measures can combine a variety of 
assurance elements that include identity, attribution, attestation and non-repudiation.”

“Trustworthy Boot embodies the requirement that the controlling entity for a VNFC instance - typically 
the VNF Manager (VNFM) - can have a certain level of assurance that the boot process for the VNFC has 
completed in a trustworthy manner, be that through Measured Boot, Secure Boot or both combined.”

“The Trustworthy Boot of the various parts of the hypervisor is the key part of the Trustworthy Boot 
process, and is made up of two parts: the hardware and the hypervisor and associated platform. There 
are a number of techniques that can be leveraged, the most applicable being measured boot with remote 
attestation.”
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ETSI GR NFV-SEC 007 Report on Attestation 
Technologies and Practices for Secure Deployments

Discussed existing (at the time of publication) attestation technologies and practices, as applicable to 
NFV systems.

The identification and definition of levels of assurance

The assumed capabilities from the NFVI (e.g. TPM, HSM, etc.)

Operational procedures

A gap analysis of current (established or newly proposed) attestation technologies

Basic Concepts

Roots and Chain of Trust

Attestation

Supporting Technologies

Measured Boot

Load-Time Measurement
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ETSI GR NFV-SEC 018 Report on 
NFV Remote Attestation 
Architecture

Identified and studied Remote Attestation architectures 
applicable to NFV systems, including the definition of attestation 
scope, stakeholders, interfaces and protocols required to support 
them. Additionally the document identified and discussed 
functional and non-functional capabilities to be supported in an 
NFV system and provided a set of recommendations.

NFV attestation scope needs to be divided into multiple sub-
scopes that aligns with the actual system architecture and, 
considers the additional roles, architectural components and 
characteristics introduced by the NFV high level architecture.

In addition the overall attestation scope depends also on the 
exact use case and, most importantly, on the agreed Level-of-
Assurance (LoA) 
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Trustworthy Network Services

For system architectures that depend on virtualisation the trust-
state of an upper hierarchical layer depends on the 
trustworthiness of its corresponding lower layer.

Hence, without proving the lower layer's trustworthiness, it is 
impossible to derive meaningful statements about the trust states 
of the higher-layers.

The trustworthiness of a Network Service relies on the 
trustworthiness of the VNFs which it is formed form as well as the 
trustworthiness of the NFVI on which it runs.
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Remote Attestation Deployment 
Alternatives

Remote Attestation in NFV-MANO Space

Likely provides attestation of components in the NFVI.

Tenant at the OSS/BSS layer (or EMS) should be able via NFV-
MANO, to fetch the attested information.

Such information could be used as supportive evidence for 
compliance when the tenant system is evaluated

Remote Attestation in Tenant Space

Needed for attestations between an EM and a VNF or between 
the OSS/BSS and a VNF

Provides for better automation but also in this setup some keys 
material related to the NFVI needs to be provisioned to the 
OSS/BSS by secure out-of-band procedure.
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Conclusion

Problems and Challenges

Security of the virtual Roots of Trust

Obtaining a base set of known good values

Proving that a particular VM runs on top of a specific hypervisor

Remote Attestation concept and architecture was designed on basis of individual systems

Current deployments are NFV-MANO deployed Remote Attestation at a low Level-of-Assurance

We need a secure Remote Attestation protocol with freshness and replay protection

More work required on Cloud Native Container based deployment (ETSI GS NFV-SEC 023)
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Thank you for your attention

Follow us on: 14

https://www.linkedin.com/company/etsi?trk=biz-companies-cym
https://www.facebook.com/etsi.standards
https://twitter.com/ETSI_STANDARDS
https://www.youtube.com/user/ETSIstandards


Any further questions?

Contact me:

leslie.willis@bt.com
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