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IETF Mission

Make the Internet work better by 
producing high quality, relevant 

technical documents that influence 
the way people design, use, and 

manage the Internet.
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Attestation – Use Case Sample  

Interoperability Important

Trustworthiness

Origin Auth’n /

Provenance

Integrity / Posture 

Assurance

Conjecture: 

All authentication use cases 

can be attestation use cases
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Remote ATestation procedureS (RATS) Architecture
Remote attestation roles and conceptual message flow from RFC9334

RATS Architecture follows the first 

of two NIST definitions of attestation

Definition 1:

“The process of providing a digital signature for a set 

of measurements securely stored in hardware, and 

then having the requester validate the signature and 

the set of measurements.”

Definition 2:

“The issue of a statement, based on a decision, that 

fulfillment of specified requirements has been 

demonstrated.”

Note: Definition 2 is typically associated with SW Bill of 

Materials (SBOM) use cases.
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Remote ATestation procedureS (RATS) Architecture
Architectural patterns from RFC9334

Verifier

Attester
Relying 

Party

Verifier

Relying 

Party
Attester

Passport Model
Background 

Check Model

Adapted from: https://datatracker.ietf.org/meeting/interim-2019-rats-02/

materials/slides-interim-2019-rats-02-sessa-teep-and-rats-alignment

Evidence

Evidence

Attestation

ResultAttestation

Result

https://datatracker.ietf.org/meeting/interim-2019-rats-02/
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Device
Service

Remote ATestation procedureS (RATS)
Architectural patterns from RFC9334 continued

Verifier

Relying 

Party
Attester

Verifying 

RP Model

Adapted from: https://datatracker.ietf.org/meeting/interim-2019-rats-02/

materials/slides-interim-2019-rats-02-sessa-teep-and-rats-alignment

Verifier could be

combined into the

same service as

the Relying Party
Evidence Attestation

Results

Apply attestation

results using RP 

policy

Compare evidence

against reference 

values

(with appraisal policy)

Role – Entity Dynamics

https://datatracker.ietf.org/meeting/interim-2019-rats-02/
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Confidential Computing Environment
(RATS Attester)

OAuth2 Client Registration with RATS Architecture
Ref: https://datatracker.ietf.org/doc/draft-tschofenig-oauth-attested-dclient-reg/

Relying Party policy issues / accepts access_tokens in context of Client protection by a CCE 

Attestation 

Provider
(RATS Verifier)

Client 
(RATS Attester)

Authorization Server
(RATS Relying Party)

Resource Server 
(RATS Relying Party)

Evidence

Attestation

Results
(passport)

Client Registration 

+ Access Token

Access Token

https://datatracker.ietf.org/doc/draft-tschofenig-oauth-attested-dclient-reg/
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Entity Attestation Token (EAT) defines Attestation 
Claims

The EAT draft https://datatracker.ietf.org/doc/draft-ietf-rats-eat/: 
– An EAT token extends a JOSE Web Token (JWT) or a CBOR Web Token (CWT)

– EAT tokens can be applied to use cases that rely on JWTs or CWTs

– Nesting and submodules are inherent to the EAT structure

– Submitted to IESG for Publication

{

/ nonce (cti) /            7:h'948f8860d13a463e8e',

/ UEID /                   8:h'0198f50a4ff6c05861c8860d13a638ea4fe2f',

/ boot_state /            12:{true, true, true, true, false}

/ time stamp (iat) /       6:1526542894,

}

This is shown in CBOR diagnostic format.  Only the COSE payload is shown.

Example EAT Token

https://datatracker.ietf.org/doc/draft-ietf-rats-eat/
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RATS Active Working Group Documents

● Reference Interaction Models for Remote Attestation Procedures 

https://datatracker.ietf.org/doc/draft-ietf-rats-reference-interaction-models/

● Direct Anonymous Attestation for the Remote Attestation Procedures 

Architecture https://datatracker.ietf.org/doc/draft-ietf-rats-daa/

Architectural

Data Definition

● EAT Media Types https://datatracker.ietf.org/doc/draft-ietf-rats-eat-media-type/

● Concise Reference Integrity Manifest https://datatracker.ietf.org/doc/draft-ietf-

rats-corim/

● Attestation Event Stream Subscription https://datatracker.ietf.org/doc/draft-ietf-

rats-network-device-subscription/

● Attestation Results for Secure Interactions  https://datatracker.ietf.org/doc/draft-

ietf-rats-ar4si/

https://datatracker.ietf.org/doc/draft-ietf-rats-reference-interaction-models/
https://datatracker.ietf.org/doc/draft-ietf-rats-daa/
https://datatracker.ietf.org/doc/draft-ietf-rats-eat-media-type/
https://datatracker.ietf.org/doc/draft-ietf-rats-corim/
https://datatracker.ietf.org/doc/draft-ietf-rats-corim/
https://datatracker.ietf.org/doc/draft-ietf-rats-network-device-subscription/
https://datatracker.ietf.org/doc/draft-ietf-rats-network-device-subscription/
https://datatracker.ietf.org/doc/draft-ietf-rats-ar4si/
https://datatracker.ietf.org/doc/draft-ietf-rats-ar4si/
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RATS Active Working Group Documents Cont.

● A CBOR Tag for Unprotected CWT Claims Sets  

https://datatracker.ietf.org/doc/draft-ietf-rats-uccs/

● A YANG Data Model for Challenge-Response-based Remote Attestation 

Procedures using TPMs https://datatracker.ietf.org/doc/draft-ietf-rats-yang-tpm-

charra/

● Concise TA Stores (CoTS) https://datatracker.ietf.org/doc/draft-ietf-rats-concise-

ta-stores/

Data Definition (cont.)

● TPM-based Network Device Remote Integrity Verification 

https://datatracker.ietf.org/doc/draft-ietf-rats-tpm-based-network-device-attest/

Misc.

10+  drafts are under consideration for working group adoption

https://datatracker.ietf.org/doc/draft-ietf-rats-uccs/
https://datatracker.ietf.org/doc/draft-ietf-rats-yang-tpm-charra/
https://datatracker.ietf.org/doc/draft-ietf-rats-yang-tpm-charra/
https://datatracker.ietf.org/doc/draft-ietf-rats-concise-ta-stores/
https://datatracker.ietf.org/doc/draft-ietf-rats-concise-ta-stores/
https://datatracker.ietf.org/doc/draft-ietf-rats-tpm-based-network-device-attest/
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Attestation Related Working Group Information
RATS Working Group

• Trusted Execution Environment Provisioning (TEEP)
– https://datatracker.ietf.org/wg/teep/about/

• Software Update For Internet of Things (SUIT)
– https://datatracker.ietf.org/wg/suit/about/

– Manifest format defined in SUIT used in TEEP

• Limited Additional Mechanisms for PKIX and SMIME (LAMPS)
- https://datatracker.ietf.org/wg/lamps/about/

• Web Authorization Protocol (OAuth)
– https://datatracker.ietf.org/wg/oauth/about/

• Privacy Pass
– https://datatracker.ietf.org/wg/privacypass/about/

Drafts benefit from additional review and collaboration to solve problems in scope.

Mailing list information is on each WG page (join or view archive).

Other Relevant IETF Working Groups

• Remote ATtestation procedureS (RATS)
– https://datatracker.ietf.org/wg/rats/about/

https://datatracker.ietf.org/wg/teep/about/
https://datatracker.ietf.org/wg/suit/about/
https://datatracker.ietf.org/wg/lamps/about/
https://datatracker.ietf.org/wg/oauth/about/
https://datatracker.ietf.org/wg/privacypass/about/
https://datatracker.ietf.org/wg/privacypass/about/
https://datatracker.ietf.org/wg/rats/about/
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Thank you!
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