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Abstract. CRYPTOGPS has been promoted as a public-key technology suitable
for UHF RFID tag authentication. Since it is a classical commitment-challenge-
response (CCR) scheme, it can be converted into a signature scheme using the
transformation proposed by Fiat and Shamir. Previously this signature variant
has not been considered for RFID, but in this paper we show how to achieve
this transformation in a way that yields a compact and efficient scheme. Further,
the three-pass CCR scheme is turned into a regular challenge-response scheme
with the attendant protocol and implementation improvements. Since we use a
block cipher rather than a hash function for the transformation, we justify our
approach using results in the ideal cipher model and the net result is a variant of
CRYPTOGPS that offers asymmetric UHF tag authentication with reduced com-
munication and protocol complexity.

1 Introduction

The terms RFID, Internet of Things, sensor network, and pervasive computing are fre-
quently used to indicate the anticipated widespread deployment of computationally lim-
ited devices. The difficulty of providing (reasonable) security on such devices, in a way
that makes economic sense, is by now well-established.

The radio-frequency identification (RFID) tag is a particularly interesting case, with
billions of tags in deployment, and while it is an over-simplification, two main operating
frequencies are of particular interest. The short-range HF tag (13.56 MHz) is used, for
instance, in public-transport applications and underpins the area of Near Field Commu-
nication (NFC). However, tags that operate over UHF (860-960 MHz) [10] are cheaper,
smaller, and can be read at a distance and it is typically these devices that one has in
mind when discussing RFID and cryptography (since advanced standardised cryptog-
raphy on an HF tag is readily available). One particularly interesting application when
using cheap UHF tags is that of product authentication and there are many proposals to
use cheap UHF RFID tags as part of an anti-counterfeiting solution [1,25,27]. Among
the different approaches that might be used, it is dynamic cryptographic tag authenti-
cation that offers the greatest long-term promise. But since UHF tags are a demanding
implementation environment, it is not so straightforward to identify particularly effi-
cient cryptographic algorithms.



2 Cryptography and RFID tags

The challenging physical constraints posed by RFID tags have been a significant spur
to cryptographic research. Perhaps most success has been in the field of symmetric
cryptography where we now have a range of block ciphers including PRESENT [4] and
a range of stream ciphers [41] that might be suitable for UHF RFID deployment. Over
the years some of these may feature in products; indeed some such as PRESENT already
appear in ISO standards [23].

The field of asymmetric encryption is less clear. It could be that a symmetric-key
solution works well enough, but that the kind of supporting key infrastructure that is
required is somewhat at odds with the typical RFID model. Taking the supply chain
as an example, millions of tags will be attached to products by a manufacturer with
products being distributed to shops and customers worldwide. Ensuring the right key is
available to the right reader at the right time is not trivial.

There is therefore considerable interest in any asymmetric solution that might yield
a more flexible supporting key infrastructure. Unfortunately, since the typical algo-
rithms from Internet and PC applications are not at all suited to UHF RFID tags, there
are not so many alternatives. However, there has been some renewed interest in what are
termed commitment-challenge-response (CCR) schemes, since these allow lightweight
tag authentication. Among them is CRYPTOGPS.

2.1 CRYPTOGPS

The scheme CRYPTOGPS, due to Girault, Poupard, and Stern, is well-established in the
cryptographic literature [12,16,33,40]. Several variants feature in ISO/IEC 9798-5 [21]
while the most efficient variant, namely that based around elliptic-curves, is undergoing
standardisation in ISO/IEC 29192-4 [24] which is devoted to asymmetric lightweight
cryptography. Over the years several optimisations have been proposed [15,17] and the
performance of the scheme has been studied by implementors [14,28,29,38].

The essential form of CRYPTOGPS using the typical optimisations one might expect
to use is given in Figure 1. In implementation papers, the PRNG is typically instantiated
using the lightweight block cipher PRESENT [4] in an appropriate mode of use and the
most accurate (post-fabrication) implementation figures [38] show that all the on-tag
cryptographic components can be implemented in around?® 2800 GE with a processing
time of around 720 cycles.

The small area required for CRYPTOGPS is due to one property and one optimi-
sation. The property is that no modulo arithmetic is used on the tag. All integer com-
putations are regular addition and multiplication. The optimisation comes in the form
of coupons that contain the results of a pre-computation; this avoids the need to sup-
port elliptic curve operations on the tag. Certainly limited-use tokens are familiar in a
wide range of applications from pre-paid telephone cards to public transport ticketing.
However, their use is not to everyone’s taste and they are not suitable for all use-cases.

3 It is typical to use the gate equivalent (GE) to compare implementations. The physical area is
divided by the size of a nand gate to give a broadly technology-neutral estimate of its size.
While not perfect, it remains sufficiently useful.
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Fig. 1. The typical description of CRYPTOGPS using the most common implementation optimi-
sations, where PRNG is a pseudo-random generator, HASH is a hash function, and where o, s and
t and § are security parameters that will be discussed further (see Section 5.1).

However, this is not the focus of the paper and issues around the use of coupons, a
topic that is broader than their use with CRYPTOGPS, are discussed in the Appendix.
Instead, we will be concerned with the well-known Fiat-Shamir conversion [11] of a
basic CCR scheme into a signature scheme. And our goal is to make this conversion, and
the resultant scheme, more computationally efficient than was previously recognised.

2.2 This paper

It is well-known that an interactive identification scheme can be converted into a digital
signature scheme [11,31] and the security provided by this conversion was proved by
Pointcheval and Stern [36,37]. Indeed two signature variants of CRYPTOGPS have al-
ready been standardised within ISO/IEC; details are available in ISO/IEC 14888-2 [22].

Classically the tool to perform this conversion is a hash function HASH. In general
terms, the commitment x; from the original CCR scheme is combined with the message
m to be signed using a hash function, HASH(z;, m). The output from HASH(z;, m), or
part of it, is then used as the challenge c;. Some previous work in the literature has tried
to establish the implementation profile of such a scheme when using CRYPTOGPS [30]



but this only confirms its unsuitability for UHF RFID tags, at least in this classical form.
To change this view we need something new.

As a first step we observe that ISO/IEC 14888-2 makes a distinction between two
types of signatures. The first is referred to as a transmissible signature; that is a digital
signature that can be verified by a third party at any time. The second type of signature
is referred to as a non-transmissible signature and is used solely in a dynamic setting.
Here the “message” to be signed comes from the verifier. The prover (or tag) computes
the signature on this message and returns the result. The verifier can set a time-limit,
or time-out, to fix the amount of time that is available for the tag to respond. If the tag
responds in time (with a valid signature) then the verifier is convinced that the tag is
genuine. However, the verifier would be unable to convince a third-party of this unless
he can further guarantee that the signature was computed within a certain time on a fresh
challenge. Nevertheless we have what we want; we have a dynamic tag authentication
scheme that means an interrogator can be certain a tag is genuine.

While helpful, we would still have a proposal that is too large for UHF RFID de-
ployment. The technical contribution of this paper, therefore, is to find a more efficient
(and secure) way of making the CCR-to-signature conversion. In this paper we outline
a full solution with preferred parameter sets. In fact it is only by replacing the func-
tion HASH that we can derive a practical scheme. This, along with the opportunity to
use pre-existing components on the tag, allows us to move to a new improved vari-
ant of CRYPTOGPS with only a moderate increase in area on the tag. And we reap
the operational advantage that the scheme now becomes challenge-response instead
of commitment-challenge-response, improving both the communication burden and the
system complexity.

To provide context, we note that various papers consider the practicability of im-
plementing elliptic curve schemes on RFID tags. These suggest that the area needed to
implement elliptic curve operations is in excess of 13000 GE and the time to process
an operation requires several tens of thousands of cycles, e.g. [48,47]. These numbers
are markedly greater than what one could expect from an implementation of the non-
transmissible signature variant of CRYPTOGPS with the coupon optimization (see Ap-
pendix). This paper relies on the use of a hash function based around a block cipher.
This has been [45,46], and is likely to remain, an active area of research which may
have some future bearing on the work considered in this paper.

3 Moving to Non-transmissible Signatures

The classical CCR-signature conversion requires the use of a hash function. Yet typ-
ical* hash functions are not at all suitable for UHF RFID tags [5]. Instead we would
like to instantiate the conversion using a block cipher, particularly since one already
implements PRESENT on the tag in support of CRYPTOGPS [38].

* Some lightweight hash functions have been recently proposed [2,6,18] but they are new and
tend to have long processing times.
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Fig. 2. The non-transmissible signature variant of CRYPTOGPS for dynamic authentication. We
propose that the function F be built around the block cipher PRESENT, see Section 3.1.

3.1 Choice of conversion function

The conversion of an three-pass identification scheme into a signature scheme has been
well-studied in the literature. The first proposals by Fiat and Shamir [11] remain the
foundation for this conversion and proofs of security followed when a more rigorous
theoretical foundation had been established [36].

Our essential requirement is that the output of the conversion function, which we
will denote F, is unpredictable for different inputs while the same inputs yield the same
output. A simple and elegant way to construct F, while respecting the preferred param-
eters derived in Section 3.2 is to set

¢; = F(xi, w) = ENCy, ||, (0™)

where encryption is performed using the 128-bit key version of PRESENT [4].



Digression. There might be some interest in understanding how we arrived at this
choice for F. Indeed, at first sight it is not clear that the same function F is required at
both the tag and the reader and we could consider a protocol as follows:

PROTOCOL USING ON-TAG PRNG

—%  Pickw eg {0,1}9
At time 7 fetch z;
Compute ¢; = F(z;, w)
Generate r; = PRNGy (%)

yi =71 + (s X ¢) _ Y4 Compute 2’ = [HASH(y; P + ¢;V)]+

VERIE.(z/, w, ¢;) Z TRUE

In this case, some hypothetical candidates for F might include:

F(z;,w) VERIF. (2, ,ci)
¢; = ENCg, Hw(xz) DECy || (Cz)
i = ENCy, || (w) DEC,/ || (Ci
c; = ENCw( i) DEC,,(¢;)
¢; = ENCy, (w) DEC,/ (¢;) =

S H\ ||

It can be easily seen that not all of these approaches are secure. Further, we concen-
trated our efforts on the simplest and most efficient-to-implement schemes. In turn, this
matched the theoretical analysis presented in Section 4. In the remainder of the paper,
therefore, F will refer to the following transformation:

¢i = Flag,w) = ENCwi”w(O").

3.2 Setting parameter sizes

In this section we consider some attacks that help us better understand the trade-offs
between different parameters. As a baseline, however, we assume that all the secret keys
held on the tag, both for PRESENT and CRYPTOGPS, have a length that is intended to
provide 80-bit security.

For all challenge-response protocols there are some basic on-line attacks, i.e. with-
out any pre-processing. These attempts to fool the reader into accepting a fake tag as
genuine and have a certain probability of success at each run of the protocol.

1. The attacker chooses random y; and ¢; and sends these as a response. The proba-
bility that F([HASH(y; P + ¢;V)]:, w) = ¢;, where w was sent by the verifier, is
given by 27 1%/ 50 the probability of success is related to the size of c;.

2. The attacker picks x; at random and computes c; on receiving w. The attacker then
randomly chooses y; and sends the response. He will be successful if [HASH(y; P+

V)]; = ;. The probability of success is 2~ /%! and is related to the coupon size.



The net result of these attacks is to set |x;| = |¢;| > z if we are aiming for an imperson-
ation probability less than 27%. This per-session forgery probability can be improved in
an obvious way using off-line pre-computation and storage. Essentially, one uses either
of the two techniques above to construct a valid and consistent {z;, w, ¢;, y; } quadru-
ple, though only w, ¢;, and y; need to be stored. Using the first approach, computing
d quadruples take an off-line work effort proportional to d2!%! operations while the
second requires a work effort of d2/%! operations. The probability of success for each
session then becomes d2~!*! since for d potential values of w the fake tag contains a
good response.

A related result stems from the phenomenon of u-collisions, explored by Girault and
Stern in two papers [13,17]. Since the coupons are constructed using a hash function
it is possible that [HASH(y; P + ¢;V)|: = [HASH(y,P + ¢,V)]; for two potentially
different sets of inputs. This is the familiar hash function collision and the probability
of finding a 2-collision is related to the birthday paradox. If we move to larger values
of u then, depending on the size of z; and the amount of computation devoted to an
off-line attack, an attacker can expect to find some x; for which u values of {y;, ¢;}
will hash to x;. In more detail, he fixes y; and searches over c¢; storing the resulting x;.
With a work effort of, say, 280 operations and coupons of size |x| = 64 he can expect
to have a 216-collision for a given value of z; and y;. This then means that 216 values
of ¢; will allow a forgery, and the probability of alighting on one of these values in
practice—when w is chosen at random by the verifier—is 216~°l,

There are two complementary aspects to this observation. The first is that the size
of the coupons has an impact on the success probabilities of both on-line and off-line
attacks. The second is that, in practice, an attacker is unlikely to use 280 operations
to gain a per-session advantage. Since the same work effort can recover the long-term
secret CRYPTOGPS key, which was chosen to offer 80-bit security, this latter attack
would in fact be preferable. Indeed, since efforts to recover s are probabilistic [31],
even a work effort significantly less than 280 operations will have some probability of
yielding the long-term secret key (and fully compromising the tag). So the cost-benefit
for the attacker in devoting vast amounts of pre-computation to giving an advantage in
a single run of the authentication protocol is not clear.

Finally, we observe that a device impersonating a genuine passive UHF tag might
not, itself, be a passive UHF tag. It could be a tag that is connected via a relay to a
much more powerful device, or it could even be self-powered; if the “tag” is not vi-
sually inspected, e.g. because it is inside a crate, then it could be anything. So after
receiving w a false “tag” can choose/search z; and y; until finding values for which
[HASH(y; P + ¢;V)]: = x;. Whether or not this is likely to be accomplished within a
specified response time depends on the parameter values and the computational com-
plexity of the emulating/remote device.

4 Security Foundations

The previous section was concerned with the practical aspects of setting parameter
sizes. Here we consider the theoretical foundations of our preferred conversion method.
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Fig. 3. Soundness: A wins if Verif(pk, chal*, res™) = 1 and (chal™, res™) does not come from
the Res oracle.

For this it might be helpful to consider the different components of an (RFID) authenti-
cation scheme.

KEYGEN: on input a security parameter A, KEYGEN generates key pair (pk, sk),
possibly certified by some certification authority CA.

CHALL: the Reader generates a challenge chal, on input the public key pk of the
Tag.

RESP: the Tag uses sk and the challenge chal to generate a string res.

VERIF: on input pk, chal and res, the Reader outputs a bit 0/1 to denote either
reject or accept.

Clearly we require correctness, that is if (sk, pk) is output by KEYGEN and if res
is computed using both sk and chal = CHALL(pk), then VERIF(pk, chal,res) =
1 with overwhelming probability. The background to the security notion, soundness,
is illustrated in Figure 3. A challenger C is matched against .4, an adversary against
soundness. A can receive legitimate challenge-response pairs but is then required to
reply to a previously unseen challenge. We say that an authentication scheme is secure
if, and only if, the probability that the adversary A can provide a good response is
negligible (in the security parameter).

The security of our proposal is substantiated in several steps.

From signature to authentication. Given a signature scheme, it is easy to design a 2-
pass authentication scheme. The reader sends a challenge chal and the tag produces the
response res as a signature on the message chal. The verification procedure is given
by signature verification. It is well known that such an authentication scheme is secure
(i.e. sound) if the used signature scheme is unforgeable.

(In fact this can be seen from Figure 3 since the signature unforgeability experiment
is similar to that described in Figure 3 where the response res* is composed of both a
challenge message w* and the corresponding forged signature o*.)



The Fiat-Shamir transformation and the random oracle model. As we have seen before,
the Fiat-Shamir heuristic [11] consists in replacing the random challenge c by the output
of a hash function HASH taking as input the prover’s commitment x; and the message
w: ¢ = HASH(z;, w). Pointcheval and Stern proved [36,37] that the resulting signature
scheme is unforgeable, assuming that the hash function HASH is a random oracle [3].
In a nutshell, a random oracle idealizes the hash function that behaves as a random
function that gives unpredictable outputs (but the same input always gives the same
output).

As said previously, hash functions are not suitable for UHF RFID tags and we
should instead find something more interesting.

ICM. The ideal cipher model (ICM) is an idealized model [42] in which a random
block cipher (seen as an ideal cipher) with an n-bit input/output and a x-bit randomly-
chosen secret key is computationally indistinguishable from a randomly chosen n-bit
permutation. More formally, given an ideal cipher denoted ENC : {0,1}" x {0,1}" —
{0,1}", an adversary having the possibility to make both encryption and decryption
queries to the ideal block cipher, for any key, cannot distinguish a given output from
that of a randomly-chosen permutation. In such a case, we can consider the ideal cipher
ENC outputs as being those of a randomly chosen n-bit permutation.

As we want to use instead of a hash function the block cipher PRESENT, the use of
an ideal cipher may help us to obtain a (proven to be) secure construction.

The Fiat-Shamir heuristic and the ideal cipher. Luckily, Coron et al. proposed in [9] a
black-box transformation of any ideal cipher into a random oracle. Given an ideal cipher
ENC : {0,1}* x {0,1}" — {0, 1}" and the message (w1]| - - - ||we) to be hashed, the
construction works as follows:

— set yp to 0™ (or to any fixed IV);
— fori =1to £ doy; = ENCy, (yi—l) @D Yi—1;
— output yy.

With a single block wy this corresponds to the computation y; = ENC,, (0™). Thus,
given an ideal cipher ENC, one can replace the hash function/random oracle of the Fiat-
Shamir transform by the above construction and the security proof immediately follows,
with a security parameter corresponding to the block size n used in ENC.

We can next use this construction within the Fiat-Shamir heuristic, which corre-
sponds to our construction, in the particular case of CRYPTOGPS.

Signatures and CRYPTOGPS. In fact, CRYPTOGPS was proven to be a secure zero-
knowledge proof [40,16]. Thus we can directly apply the above results. If, on input
w and commitment x;, the tag computes challenge ¢ = ENC,,,,(0") and response
y, then the signature o = (c,y) is that of an unforgeable signature scheme and the
authentication scheme described in Figure 2 is also secure.



S Implementation Perspectives

While the conversion of an identification scheme to a signature scheme is well-known,
previous work on CRYPTOGPS has avoided this. The main reason is the additional
complexity of supporting the conversion function F.

However, in this paper we show that existing components can be re-used and we
instantiate the ideal cipher with the 128-bit key version of PRESENT. The cipher has
been analysed widely in the community [7,8,26,32,34,43,44] including under related-
key attacks [35]. So while the CCR-to-signature conversion necessarily implies some
overhead to the area that is required on the tag, these overheads are slight and can be
predicted with a reasonable level of confidence. In return, the gain is significant in terms
of system complexity as the three-pass CCR scheme is replaced by a simple challenge-
response protocol.

5.1 Preferred parameter sets

It is typical in environments where computational devices are quite constrained to aim
for a security level of “80 bits”. Of course, if a greater security level can be comfortably
accommodated then all the better. But this can compromise performance or even, in the
worst case, mean security cannot be implemented at all on a passive UHF tag.

For implementations of CRYPTOGPS there are two per-tag secrets and the loss of
either would entirely compromise the tag. The first is the secret CRYPTOGPS key. This
could be attacked using techniques to solve the elliptic curve problem and we can turn
to the established literature to establish an appropriate security level. Since any key is
specific to a single tag, it is unlikely that we would need to protect against a widely
distributed Internet-based effort. Thus the security level of 280 seems reasonable and is
attained using a CRYPTOGPS secret of length |s| = 160. Each tag also uses a PRNG
to regenerate r,;. This requires a per-tag secret key and, again, an 80-bit key would be
appropriate. This fits well with the goal of using PRESENT in this role, though since we
aim to use PRESENT with 128-bit keys as the basis for the function F, we can either use
a 128-bit key with PRESENT-128 as the PRNG or we can use a padded 80-bit key. There
is no significant impact in performance for either choice.

Taking into account the security analysis given in Section 3.2, we propose to use
a reader-provided challenge w of size 64 bits, and to fix the size of the coupons z;
and the derived challenges ¢; to 64 bits. And, in turn, we can set |y;| = |r;] = p =
[s| + |e;| + 80 = 304.

Turning to wider considerations, the per-tag public key needs to be delivered to
the reader in an authenticated way. There are a variety of architectural ways that this
might be done. However, the conventional solution would be to sign the per-tag public
key—using a system-side signature algorithm—and the tag can deliver its public key
and associated signature to the reader. The reader holds the signing verification key
needed to authenticate the per-tag public key. Unlike the per-tag public-private keys,
the system-wide signing key would be a single point of failure for a widely-deployed
system and a security level greater than 80-bit is likely to be preferred.



5.2 Area, time, and complexity

There are many factors to consider when implementing cryptography on an RFID tag. In
this section we take the preferred parameter set outlined above and estimate the impact
of implementing the non-transmissible signature variant of CRYPTOGPS. Our calcu-
lations are best-effort, but since they are based on a wealth of data from synthesized
and fabricated versions of PRESENT and CRYPTOGPS we expect them to be reasonably
accurate.

The on-tag requirements for the CRYPTOGPS computation are PRESENT and an
integer multiplication. There are numerous implementations of PRESENT with 80-bit
keys, some fabricated [38] but not so many with 128-bit keys. Instead we refer to [4]
where the same technology is used to synthesize both variants and requiring 1570 GE
for PRESENT-80 and 1886 GE for PRESENT-128. Both require the same time to com-
plete an encryption operation.

When we turn to the computation of y = r + sc, the most useful source of infor-
mation data is [39]. There, different strategies for implementing the computation of sc
are described and compared. More usefully, the implementations outlined in [39] give
area and time estimates for combining the multiplication operation with the regenera-
tion of » when using PRESENT. This is an important issue since the combined operation
can suffer from unexpected latencies unless optimisations to the two components are
done in a coherent manner. Happily, the results in [39] cover the case of using a 160-bit
secret s and a 64-bit challenge c and so there is no need to take any liberties in extrap-
olating from smaller parameters. The anticipated area and time requirements for the
non-transmissible signature variant of CRYPTOGPS, denoted CRYPTOGPS-NTS, are
given below for two different implementations strategies, denoted (A) and (B), which
give different area/time trade-offs.

CRYPTOGPS CRYPTOGPS-NTS
F - PRESENT-128
PRNG PRESENT-80 PRESENT-128
(A) (B) (A) (B)
estimated area (GE) 3424 3300 3740 3616
estimated time (cycles) 389 713 421 745

In short, the area overhead in moving to CRYPTOGPS-NTS could be as little as 316 GE.
However, during fabrication there are inevitable increases (typically of the order of 18-
20%) to the area that are not reflected in synthesis results. Further, we have an additional
complexity on the tag; namely the computation of ENC,,,|j,,(0™). While this won’t add
too much in terms of area, there will be an additional complexity to the implementation
as the key for the PRESENT unit is swapped with the key k that is used to generate r.
This will be reflected in some increase to the control logic and some additional time.
The time for changing the key will not be significant; it consists merely of writing over
the key state with a new value and this will depend on the internal operand size. It will
likely remain a small fraction of the total processing time on the tag. For the increase in
the control logic, we note from [39] that the control logic for the implementation of the
computation r + sc consumes around 6-10% of the total area. Even a doubling of the
control logic, which is somewhat unlikely, would yield an additional overhead of 10%



to the complete implementation, which is within the margin of error that this kind of
computation inevitably carries.

In terms of time for the on-tag computation, the computation of F will be an over-
head, but depending on the working unit for the computation it is likely to be 32 or
64 cycles. This additional cost will be more than compensated for by the fact that the
protocol is now challenge-response. The protocols used in RFID applications require
that the tag responds to the reader. To illustrate, for a CCR scheme we would expect
something like the following schema:

Reader Tag
start —
<— send x;
send challenge ¢ — compute ¥;
<— send y;

For the signature variant we would have

Reader Tag
send challenge w — compute ¢; = F(z;,w)
compute y;
<— sendc¢; and y;

The amount of operational data sent would be the same in both cases, namely 432 bits’
for our preferred parameter sets. However, in a multi-tag (potentially multi-reader) envi-
ronment a single challenge-response interchange is easier and more reliable to maintain.
Further, each message sent between reader and tag has an operational overhead; there
is header information and trailing information that carries the results of a CRC com-
putation. Much depends on the specific formats of the commands and messages, but a
saving of around 40 bits in total is likely. This may not sound like a lot, but each bit
counts and suggests a reduction of around 10% in the total communication overhead.

To summarise, we estimate that the non-transmissible signature version of CRYP-
TOGPS can be implemented in around 4000 GE within around 800 cycles. Given the
increased reliability and simplicity when using a challenge-response protocol, it seems
likely that this variant of CRYPTOGPS will be of some interest in future prototyping.
Of course, it should be noted that we have concentrated on performance issues such
as area and processing time. In fact, the average and peak power consumption are also
crucial and while existing work on PRESENT and CRYPTOGPS are very promising in
this regard, this aspect of the scheme we have presented will be considered further in
future work.

6 Conclusions

In this paper we have considered a signature variant of the CRYPTOGPS commitment-
challenge-response (CCR) scheme. This variant has not been widely considered for
UHF RFID tag deployment, despite featuring as an ISO standard, since the classical

> According to the parameters choice (see Section 5.1), |z |+ |ci |+ |yi| = 64+64+304 = 432.



conversion from CCR to signature scheme is too costly on the tag. However, we have
shown that it is possible to re-use the block cipher that is already required to support
CRYPTOGPS and to define a different conversion method. Fully supported by theo-
retical security arguments, the preferred parameter set for this variant of CRYPTOGPS
appears to be well-suited for UHF RFID deployment.
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Appendix: On the Use of Coupons

As noted in the main text, CRYPTOGPS is ideally suited for use with coupons. A pre-
computed quantity that is used once and then discarded, coupons can be well-suited
to many RFID applications. Often we expect tags to be read 10 to 20 times and then



discarded or recommissioned. With a coupon of 64 bits, see Section 3.2, storing 10 or
even 20 coupons does not pose a significant incremental cost for many applications.

However, the use of coupons is not to everyone’s taste and certainly they are not
suitable for all use-cases. Indeed some commentators are concerned that coupons could
be consumed in a denial-of-service attack, i.e. by an attacker that maliciously exhausts
coupons on a target RFID tag. This is true. But the benefit of such a time-consuming
attack, that needs to be repeated on a tag-by-tag basis, is rarely if ever articulated. Nev-
ertheless, in response to this concern there has been some work regarding on-the-tag
coupon regeneration [19,20] though this does not seem to be realistic in deployment.
Other more practical approaches have considered ways of reloading coupons and on
mechanisms to deliver coupons directly to the reader so that they don’t need to be car-
ried on the tag.

All in all, the suitability of coupons depends fundamentally on the use-case and the
kind of adversary we are likely to encounter.



