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Abstract. We describe in this paper how to perform a padding oracle attack against
the GlobalPlatform SCPO02 protocol. SCP02 is implemented in smart cards and
used by transport companies, in the banking world and by mobile network operators
(UICC/SIM cards). The attack allows an adversary to efficiently retrieve plaintext
bytes from an encrypted data field. We provide results of our experiments done
with 10 smart cards from six different card manufacturers, and show that, in our
experimental setting, the attack is fully practical. Given that billions SIM cards are
produced every year, the number of affected cards, although difficult to estimate,
is potentially high. To the best of our knowledge, this is the first successful attack
against SCP02.
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1 Introduction

1.1 Context

GlobalPlatform is an organisation that aims at defining technical mechanisms related
to the chip technology (e.g., smart cards, application processors, SD cards, USB tokens,
secure elements), used to securely add and remove applications, and related parameters,
into the chips. This initiative aims also at facilitating the interoperable deployment and
management of applications on these types of device, regardless of the manufacturer, as
well as “promot[ing] a global infrastructure for smart card implementation across multiple
industries” [Glo18].

Several Secure Channel Protocols (SCP) are specified by GlobalPlatform. Most of
them are based on symmetric-key cryptography (e.g., SCP01, SCP02, SCP03, SCP8&1).
Regarding the protocols status, SCP01 (based on the DES algorithm) is now deprecated.
SCPO02 (based on 3DES) is currently the most deployed symmetric-key based SCP protocol!,
while the use of SCP03 (based on AES) seems to be less widespread.?

SCPO02 is a protocol aiming at establishing a secure channel between a card and an
“off-card entity”. When used over-the-air, the main purpose of the protocol (yet not the
only one) is the management of a (remote) card. Through the secure channel established
with SCP02, applets, files, secret data (e.g., encryption keys, PIN codes), etc., may be
transmitted and stored into the card.

According to GlobalPlatform, SCP02 is used by transport companies, in the banking
world and by mobile network operators (UICC/SIM cards). The number of SIM cards used

ILast release: March 2018 [Glo18].
2Last release: July 2014 [Glo14].
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worldwide in 2015 is estimated to 5.3 billion by the SIMalliance [SIM16], and 7.6 billion®
by the GSMA [GSM16], although it is difficult to estimate what proportion implements
SCP02. A typical usage of the SCP02 protocol is the management of a specific application
storing user credentials (e.g., for payment or transport transactions) located in the UICC
card that is plugged into the smartphone. Depending on the context, an additional security
protocol (e.g., TLS [DRO8] or SCP80 [ETS17]) may be used together with SCP02. For
instance, in order for a remote server to send SCP02 commands to the UICC, a SCP02
channel is established between the remote server and the UICC through the intermediary
of an application on the smartphone. In addition a second secure channel is established
between the remote server and the application on the smartphone (e.g., with TLS or
SCP80). This second security layer embeds the SCP02 commands sent by the server. The
data exchanged between the server and the application are protected with the two security
layers, whereas the data exchanged between the application on the smartphone and the
UICC are protected with SCP02 only.

1.2 Contribution

We describe how to perform a padding oracle attack against the SCP02 protocol. This
attack allows an attacker to retrieve the plaintext data sent to a smart card through the
secure SCP02 channel. We present the results of our practical experiments made with 10
smart cards from six card manufacturers. We explain how to exploit a timing channel
provided by these cards in order to successfully achieve the attack against them.

1.3 Paper outline

Section 2 summarises previous work related to padding oracle attacks. Section 3 describes
the SCP02 protocol. Based on the regular padding oracle attack described in Section 4, we
explain in Section 5 how to exploit a weakness of several smart cards implementing SCP02
in order to apply the attack. We present our setting and our experimental results. In
Section 6, we list possible countermeasures. Section 7 deals with our responsible disclosure
of this work to various card manufacturers. Finally, we conclude in Section 8.

1.4 Notations

A byte value is written as 7E. The value 00? corresponds to the byte string made of i bytes
equal to 00. b;|b; 41 refers to the concatenation of the bytes b; and b;y1. C||B refers to
the concatenation of the two DES blocks C' and B. ENC indicates a symmetric encryption
function, while ENC™! indicates the corresponding decryption function.

2 Related work

In 2002, Vaudenay [Vau02] describes the theoretical principles of an attack against a
symmetric-key encryption algorithm in CBC mode, leaning on the padding data, that
enables the decryption of encrypted data. He presents applications against several security
protocols (e.g., TLS 1.0 [DA99], TPsec [KS05] and ESP [Ken05], WTLS [Wir01]). The
latter is adapted by Canvel, Hiltgen, Vaudenay, and Vuagnoux [CHVV03] who succeed in
bypassing two limitations of Vaudenay’s attack: the lack of differentiated error messages
when the padding is invalid and when the MAC tag is invalid (a timing side-channel is
used instead), and the break of the secure channel when a cryptographic error occurs (the
underlying application they target repeatedly sets up a TLS session and transmits the
same secret). Thereby they provide a fully practical attack against TLS 1.0.

3Including M2M connections.
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AlFardan and Paterson [PA12] describe a padding oracle attack against DTLS [RMO06]
and targeting actual implementations even though TLS implementations have been patched
in order to thwart the padding oracle attacks.* Their attack is made easier because a
DTLS session is not stopped when a cryptographic error occurs. On the other hand, in
such a case, the invalid packet is silently discarded and no error message is sent. In order
to circumvent this drawback, they perform a timing attack (using a kind of keep-alive
command) and amplify the response time difference thanks to a batch of numerous packets
which all either have valid or invalid padding and hence all contribute to an accumulated
timing difference in the same way.

Afterwards, the padding oracle attack has been applied to various network and applica-
tion protocols, and schemes such as IPsec [PY04, YPMO05, DP07, DP10], SSL 3.0 [MDK14],
EMV [DLP*12], ASP.NET [DR11], XML [JS11, JSS12, KMSS15], JavaServer Faces
CAPTCHA, Ruby on Rails framework, and OWASP Enterprise Security API Toolk-
its [RD10]. In addition, Rizzo and Duong [RD10] describe how to turn a padding oracle
into an encryption oracle®, under the condition that the encryption key is invariant (at
least it does not change throughout several messages decryption, in particular it is not
renewed in case of a cryptographic error).

Using the same kind of technique as [PA12], AlFardan and Paterson [AP13] use another
side-channel to perform attacks targeting DTLS (practical) and TLS (almost practical).
Their timing attack, called “Lucky 137, relies on the number of inner compression function
iterations made during the HMAC computation when verifying a message authentication
tag. The attack remains possible despite the fact that the targeted cryptographic libraries
implement the recommended countermeasure. Indeed the recommended mitigation consists,
when the padding data is invalid, in performing a MAC verification on the decrypted data
as if there were no padding data. This leaves a small timing channel that can be exploited
(based on the discrepancy when the padding data is valid and when one assumes there is
no padding data).

Using a variant of Lucky 13, Albrecht and Paterson [AP16] succeed in attacking the
Amazon’ s2n implementation of SSL/TLS [Sch15, AWS], overcoming the countermeasures
implemented in the cryptographic library.

Irazoqui, Inci, Eisenbarth, and Sunar [ATES15] show that it is still possible to apply
the Lucky 13 attack in a cloud setting even if the recommended mitigations against the
attack are implemented. They consider co-located virtual machines which are able to know
if a dummy function (used to equalize the processing time) is called or not.

Paterson and Watson [PWO08] provide a formal security treatment of the CBC mode
encryption with padding in the chosen plaintext setting. They show that a padding method
that has no invalid padded message achieves immunity against padding oracle attacks when
the underlying block cipher is modeled as a pseudo-random permutation family. Paterson
and Watson [PW12] also extend existing security models for authenticated encryption
of Bellare and Namprempre [BNO08] to incorporate padding oracle attacks in the chosen
ciphertext setting.

Moreover the attack presented in 1998 by Bleichenbacher [Ble98] against the PKCS #1
v1.5 RSA encryption scheme in SSL can retrospectively be seen as a padding oracle or, more
generally, a “format oracle” attack. This attack aims at retrieving the “premaster secret”
negotiated by a client and a server, and used to compute the session keys. This adaptive
ciphertext attack uses the specific plaintext format in order to gradually narrow the interval
the plaintext belongs to until one possible value remains. In order to know if his guess is cor-
rect, Bleichenbacher exploits an error code sent by the server when the decrypted message
does not correspond to a valid format. Bleichenbacher attack has been followed by subse-

4As noted in [PA12], the explanation could lie in the fact that DTLS provides no error messages in
case of a cryptographic error, neither does the secure tunnel end. Thereby a remaining timing channel
could have been seen as not usable in order to build a padding oracle.

5The underlying algorithm provides encryption only, not authenticated encryption.
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quent improvements and developments (e.g., [Man01, KPR03, BFKT12, JSS15, ASST16]).

To the best of our knowledge, there is no security analysis of SCP02 besides a theoretical
attack by Sabt and Traoré [ST16]. They describe a chosen plaintext attack based on the
fact that the encryption scheme is deterministic (data is encrypted in CBC mode with a
static IV). In addition, they provide the first security proof of SCP03 [Glo14].

Regarding the padding method, Black and Urtubia [BU02] describe several of them
that may provide a suitable oracle in order to perform an attack, among which a padding
scheme also used in SCP02. In addition, they present methods supposed to resist padding
oracle attacks.

3 The SCPO02 protocol

SCP02 aims at establishing a secure link between an “off-card entity” and a card [Glo18].5
SCPO02 is based on symmetric-key algorithms. The card and the server share one or several
sets of symmetric keys. A set is made of three keys (which value may be equal). From that
set, session keys are computed each time a new channel is established. The card manages a
sequence counter related to a given keyset. Its initial value is 0 and incremented after each
successful session (established with that keyset). Once the sequence counter has reached
its maximum value, the card must not start anymore a session with the corresponding
keyset.

Depending on the security level negotiated during the key exchange’, the commands
sent by the server and the responses sent by the card are encrypted and protected with a
MAC tag. Regarding the commands, the lowest security level is data integrity. Moreover
data encryption solely is not allowed.®

HDR PLAINTEXT PADyac
V
PLAINTEXT PADgnc
K K !
enc —» cmac —»
IVenc = 00° —| ENC IVagac —=| MAC
V V
HDR' CIPHERTEXT TAG

Figure 1: Encryption and MAC computation of a command data with SCP02

Data encryption is done with 3DES in CBC mode with a null IV [ISO17]. Prior to
encryption the plaintext is (always) padded with a fixed string of bytes according to the
method described in [ISO11]: a byte equal to 80 is appended to the plaintext, then as

6For simplicity, we will use the term “server” to refer to the party involved in the communication with
the card.

"Since the operations done during the key exchange phase are not significant for the remainder of this
paper, we skip the corresponding description. The interested reader is referred to the SCP02 specification
[Glo18].

8In the remainder of the paper we consider that the commands are encrypted and MAC-protected.
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many null bytes as necessary (possibly none) are added in order to get a string which
length is a multiple of a DES block [ISO17].

The 8-byte MAC tag is computed on the command header, the plaintext, and a padding
data.? The ISO 9797-1 MAC algorithm 3, also known as “retail MAC”, is used [ISO11]. In
addition, an IV is involved in the MAC computation. The value of the first IV is usually
008. The IV used for the next command is equal to the MAC tag computed on the previous
command. The ciphertext and the MAC tag become then the data field of the server’s
command.

Figure 1 depicts the data encryption and MAC computation of a command.

4 Description of the regular padding oracle attack

The padding oracle attack is based on the fact that a device behaves differently depending
on the correctness of the (encryption) padding data. From that differentiated behaviour,
the attacker tries to get some information (e.g., some bits or bytes of plaintext). That
difference may be based on the nature of the response (presence or absence of the response,
type: e.g., “regular” or error message, value, etc.) or on the duration of the operations
performed (or not) by the device. Regarding the symmetric-key encryption case, the
whole decryption procedure usually includes (among other possible operations) the MAC
verification, and the padding extraction and verification. It is commonly recommended to
provide data authenticity and confidentiality by applying the so-called Encrypt-then-MAC
(EtM) paradigm [Kra01, BN08].1® Nonetheless some cryptographic mechanisms apply
other methods (e.g., MAC-then-Encrypt in TLS 1.2 [DRO08], Encrypt-and-MAC (E&M) in
SSH [YLO06¢, YLO06a, YL06d, YLO6D]).

Therefore, if a padding data is used during the encryption process, and the padding
data must be, during the decryption procedure, verified prior to the MAC computation,
then it may be possible to perform an attack aiming at retrieving sensitive data. If one
follows the MtE or the E&M method (as in SCP02), the whole decryption procedure
involves (usually) three main steps:

1. the evaluation of the decryption function on the encrypted data,
2. the extraction and verification of the padding data,
3. the computation of the MAC tag on the remaining decrypted data.

Once the ciphertext is decrypted, either the padding data is valid and can be removed,
and the MAC computation can be done, or the padding data is invalid and the MAC tag
cannot be computed (at least on the genuine data).

Let us illustrate the attack with an example. For the sake of clarity, we use the specifics
of SCP02, namely the encryption function (and the corresponding block size), and the
padding scheme. Let C be the last encrypted block carried in a protected command,
and let V' be the block used as IV during the encryption operation that yields C' (V
denotes either the null IV if the command carries one encrypted block only, or the previous
encrypted block if the command carries two or more encrypted blocks). Let bg| - - - |bs be
the plaintext data corresponding to C. In SCP02, the encryption is done with 3DES in
CBC mode. Since the plaintext length is less than 8 bytes a padding data is appended,
and this yields B = bg|- - -|b5/80]00. The encryption process outputs

C

ENC(V @ B)
ENC((vo @ bo)|- - -[(vs ® bs)|(vs ® 80)|(v7 & 00))

9The genuine header HDR can be retrieved from the header HDR’ of the encrypted command.
10Note that some encryption modes (e.g., [Dwo04]), coupled with a security proof [Jon03], correspond
to the MAC-then-Encrypt (MtE) paradigm.
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Conversely the decryption operation outputs

ENCil(C)EBV = (vo@bg)|---|(vs ® bs)|(ve @ 80)|v7
3]
vol - -+ [
bol - [b5180]00
= B

Let us consider an adversary who replaces V with V. If the block V is randomly
generated, likely the decryption operation does not yield a valid padding data. If the block
V is carefully chosen by replacing the last two bytes of V vs|vg with (vs @ g ® 80)|(ve ® 80),
where g is some byte, then the decryption yields the following result

ENCHC)®V = (vo@®bo) - |(vs @ bs)|(ve ® 80)|v7
@
vo| -+ - [va|(vs @ g @ 80)|(ve D 80)|v7
= bol|---|bs|(bs ® g & 80)|00[00

The decryption operation is correct if and only if the padding data is valid. In our
example, this depends on the value b5 @ g @ 80:

o If by ® g ® 80 = 80, then the padding data is valid.
o If b5 ® g @ 80 # 80, then the padding data is (likely) invalid.*

Obviously b5 ® g® 80 = 80 if and only if b5 = g. In other words, the result of the decryption
operation (namely, the padding verification) reveals the value of the plaintext byte bs:
knowing if the padding data is valid allows getting bs.

Iterating that process with different blocks V' produced by replacing successively v; |vit1
with (v; ® g ® 80)|(vit1 D bit1), where b; 41 is the plaintext byte found during the previous
step, allows retrieving the plaintext byte b;. For each byte b; the attacker wants to retrieve,
a new ciphertext V||C is built with different ¢ values, and each resulting ciphertext is
sent to an oracle O. The oracle returns 1 if the padding data is valid, 0 otherwise. The
response from the oracle eventually reveals if the attacker’s guess g is correct or not. This
procedure eventually provides all the n = 6 plaintext bytes bg,...,b5. As we can see, the
attack leans on the malleability of the CBC mode, and uses the block V' as a pivot in order
to get bytes encrypted within C.

The overall attack is described by Algorithm 1 (we assume without loss of generality
that the targeted block C' includes at least one byte of padding, i.e., 80).

If the plaintext to retrieve corresponds to more than two blocks By, ..., Bx_1, k > 2
(which encryption yields the blocks Cy, ..., Cr_1), the attacker applies Algorithm 1 by
using one after the other each pair of encrypted blocks (Ck—2,Ck-1), (Cr—3,Ci—2), ...,
(Co, C1), (C_1,Cp) where C_; is the CBC IV (equal to 00® in SCP02). In the remainder
of this paper we assume that the ciphertext is made of two blocks V', C.

Note that the length of the padding is helpful since knowing this value shortens the
duration of the attack. Yet it is not necessary since the attack can retrieve the padding
data as any other unknown plaintext byte. If unknown, the padding length can be found
using the dichotomous algorithm proposed by Black and Urtubia [BU02] (which complexity
is log,(d) where d is the block size), or a linear search by testing all bytes starting from
the rightmost one until the decryption of the modified block yields a valid padding (this
method finds the length in min(d, h + 1) steps where h is the padding length).

HIf bs @ g ® 80 = 00 this may also yield a valid padding (if the preceding decrypted bytes are equal to
80 007). But this (rare) case is easy to manage.
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Algorithm 1: Regular padding oracle attack
FindBlock(V, C)
for i =n—1down to 0
bi < FindByte(bi+l) // bn =80
end for
return by ---b,_1
FindByte(b)
for g = 00 to FF
V « in V replace v;|vip1 with (v; @ g ® 80)|(vit1 B b)
send V||C to the oracle O
r+— O(V||C)
ifr=1
return g
end if
end for

5 Padding oracle attack applied to SCP02

5.1 Timing channel

As soon as the valid ciphertext V||C' is changed into V||C, the MAC verification yields an
error, the padding data being valid or not, because the ciphertext is modified. In SCP02
this ends with the smart card outputting an error code. Furthermore, among the smart
cards we have tested, an error code is always sent, and the same error code is provided
whatever the validity of the padding data. Therefore we have used the time spent by the
smart card during the whole decryption procedure to build the oracle O.

The experiments we have done show that the card’s response time (which reflects the
card’s computation time) when the padding data is valid is higher compared to the case
when the padding data is invalid. This suggests that the MAC tag is not verified in the
latter case. Depending on the smart card, the timing difference ranges from quite low to
unexpectedly high. For instance, for Card B, the timing difference when the padding data
is valid (15.60 ms) and invalid (14.83 ms) is less than 1 ms, while for Card C, the timing
difference between both cases (84.34 ms vs. 25.17 ms) is higher than 59 ms.!2

The experiments we have made with each card show that the two distributions cor-
responding to the response time when the padding is valid (Dg) and when it is invalid
(Dw) are clearly distinguishable and almost disjointed. Figure 2 illustrates the results
corresponding to four of the attacked smart cards.'?

Let ¢, be a lower bound of the values corresponding to Dg. If a response time is
lower than t,,., it is highly likely a wrong guess (since we never observed that a correct
guess corresponds to a response time lower than t,,;,). Hence, in such a case, one attempt
only allows discarding an incorrect value. On the other hand, if a response time is higher
than this threshold ¢,,;,, it is rather likely a correct guess (since we observed only a very
few number of values corresponding to Dy that are higher than this threshold). Yet it
is also possible that it corresponds to a wrong guess with an unexpected long response
time. Therefore, in order to detect a right guess, several trials may be necessary. As we
will see, this heuristic allows having a success probability close to 1. Moreover, in order
to increase the discrepancy of the response time when the padding is valid and when it
is invalid, we prepend extra blocks Ry, ..., R,,—1 to the ciphertext, following the same

12The figures provided correspond to the expected values regarding both padding possibilities, and using
a command that carries two encrypted blocks and the 8-byte MAC tag.

13For each configuration (valid and invalid padding), 5000 encrypted commands have been sent to the
smart card.
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technique as [CHVV03], so that the MAC verification (when it is actually done) involves
also these additional blocks. That is, instead of V||C, the smart card receives as the
encrypted data the string Ro| - - - ||[Rm_1]|V||C. Indeed, during the decryption operation,
the DES function (or its inverse) is called 3(g+ 1) times, where ¢ is the number of plaintext
blocks. During the MAC verification, the same function is called ¢ + 3 times.'* Therefore
the timing difference separating a valid and an invalid padding is O(q). As an illustration,
Figure 3 depicts the distributions Dy and Dp corresponding to Card B for several values
m.'® The difference between the mean values corresponding to Dy and Dyy is 4.6 times
higher when m = 28 (3.7 ms) compared to m = 0 (0.8 ms).
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Figure 3: Dg (continuous blue line) and Dy (dashed red line) corresponding to Card B
with different values m.

5.2 Leveraging the timing channel

Let Kr be the number of attempts necessary to detect a right guess, and Ky, the number
of attempts necessary to discard a wrong guess. Let ¢4 be the probability of a bad decision
when the distribution is actually Dy, and e_ the probability of a bad decision when the
distribution is Dg. Let p; be the probability to find the byte b;, 0 < i < n. If we assume
that all bytes are independent, then the probability to find the n bytesis p = pgX...Xpp_1.
Moreover if the bytes are uniformly drawn at random from a set of size £, each byte has

140ptionally the IV used during the MAC computation is encrypted. In such a case the DES function is
called q 4 4 times during that operation.
15Note that for each graph, the abscissa axis has the same 6-ms amplitude.
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the same probability to be correctly found. Therefore p = pj. Each byte can take any of
the ¢ possible values. A guess g is equal to a byte b; if and only if

e the choice for g is correct (which probability is %)7

e incorrect values for g are discarded (which probability is (1 — €4 )7 where j is the
number of incorrect values tried before the correct one),

e and the correct value for g is detected (which probability is 1 —e_).

Hence
=1y _
Po = 2(1—€+)J(1—€—)
§=0
_ (1 _ 0
_ 1-e " 1—(1—e€y)
E €4

£—1

(I-e)A—ey)=

1

ifey < %. Therefore

p(l—e)(1—e)" T

Let t be the response time corresponding to a trial with some value g. Let us assume
that all trials are independent. Let 74 and 7_ be respectively Pr[t > t,,;n, when the
distribution is Dy| and Pr[t < t,,:n, when the distribution is Dg]. Following our heuristic,
we discard a guess g as soon as the corresponding response time ¢ is lower than ¢,,;, (i.e.,
Ky =1). Therefore the event corresponding to ey occurs when the distribution is Dy, if
t > tin KR successive times. Hence

Kr
T+

€4 =
The event corresponding to e_ occurs when the distribution is Dg, if £ > t,,;, at most
Kgr — 1 times, and t < t,,;, the subsequent trial. Therefore

Hence, we have that
pr~(1—7 )" Kn (1 — Tf’?)nT

Moreover t,,;, is defined such as 7_ = 0. Therefore, this simplifies into

p =~ (1 — TfR)

If each byte b; is uniformly drawn at random among ¢ possible values, the average
number of values g to be tested before the right one is found is “Tl.

The average number of trials to find one byte is E_TlK w + Kgr. The overall complexity
is then Z = n x (é_TlKW + KR) to retrieve a n-byte string. Since the burden in the
complexity lies on the number of wrong attempts, slightly increasing K allows increasing
the overall probability of success p while it marginally increases the complexity Z. Indeed,
if 74 < 1, p is an increasing function of Kg.

The attack is then the following. When looking for a byte b;, for each possible value g,
a modified ciphertext V||C is sent to the targeted smart card. The different response times
are collected until a decision can be taken (which means in practice Ky ~ 1 attempt to
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discard a wrong guess and K € {1,2,3} attempts to detect a right guess). If the decision
is that the guess is correct, the trials are stopped and the attack continues with the byte
b;—1. Otherwise, another guess value g is tested.

Algorithm 2 describes this timing attack (we assume without loss of generality that C
includes at least one byte of padding, i.e., 80). For a given value g, the Stop procedure
returns true as soon as a response time is lower than t,,;, or if the number of successive
response times higher than t¢,,;, reaches Kg. The Correct procedure returns true if the
number of successive response times higher than t,,;, is equal to Kg.

As soon as a cryptographic error occurs on the smart card side (e.g., the smart card

Algorithm 2: Padding oracle attack based on the card response time
FindBlock
for i =n —1 down to 0
b; + FindByte(b;11,...,b,) // b, =80
end for
return by ---b,_1
FindByte(bi_H, ey bn)
for ¢ = 00 to FF

=0
do
get a new ciphertext V||C
V « in V replace Vi|vig1| - |on
with (v; ® g © 80)[(vit1 @ biv1)| - [(vn & by)
send Ryl -+ || Rm—1||V||C as encrypted data to the smart card
t; < response time
J=J+1
until Stop(tg,...,tx—1) = true
if Correct(to,...,t;,—1) = true
return g
end if
end for

receives a message with an invalid MAC tag, which happens when the attacker changes
V||C into V||C), the session is stopped. Therefore a new session has to be started in order
to perform each trial. Hence a new ciphertext V||C (corresponding to the same plaintext
that the attack aims at retrieving) must be obtained. Since a new ciphertext is used for
each attempt, we have to take into account the bytes b;11, ..., b, already found, and
change V' accordingly.

5.3 Discussion

The attack we have described is fully successful in our experimental setting. The necessary
conditions in order to succeed are the following ones:

1. The attacker sits between the remote server and the card at a point where she can
directly eavesdrop on SCP02 encrypted commands and send modified commands to
the card.

2. The attacker is able to discriminate response times corresponding to a valid and an
invalid padding.

3. The remote server repeatedly sets up a (new) secure channel with the card.

4. The same secret information is sent through each such secure channel.
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5. The secret information is sent at a predictable position.

The attack can be tried in the following real use-case of SCP02: the upload of an
applet into an UICC that is plugged into a smartphone. In order to send the applet to the
UICC, a SCP02 channel is established between a remote server and the UICC, through
the intermediary of an application on the smartphone. In addition, another secure channel
is established between the remote server and the application on the smartphone. That is,
the SCP02 commands that carry the applet are embedded into this second secure channel
(e.g., TLS or SCP80). Once the data are received by the application on the smartphone,
they are decrypted (w.r.t. TLS or SCP80), and the output (i.e., the encrypted SCP02
commands) is sent to the UICC. Therefore the applet is protected only by the means of
SCP02 between the application and the UICC. A command such as STORE DATA can be
used to upload such an applet, which may carry secret data (e.g., a symmetric key used
to encrypt data, or to authenticate the user w.r.t. the service provided by the applet).
A malicious application or a Trojan on the smartphone can apply the attack in order
to break the SCP02 channel, and to retrieve these sensitive data. It behaves as a local
man-in-the-middle attacker between the application on the smartphone and the smart
card (see Figure 4).

The attacker can proceed as follows. First it succeeds in getting the victim download
a malicious application (embedded in an apparently inoffensive application deployed on
a popular store) into his Android smartphone. Then the malicious application can use
a vulnerability lying in the legitimate application in order to escalate privileges, and to
get access to the application memory space as described by Davi, Dmitrienko, Sadeghi,
and Winandy [DDSW11]. The latter assumes that a flaw in the legitimate application is
exploitable. Alternatively the attacker can use a Trojan embedded in a popular application,
or in a game (such as Trojans Dvmap or Tordow in Pokemon Go, Telegram). Once into
the Android smartphone, the Trojan may escalate privileges to gain root access [Kiv], or
inject a malicious code into system libraries, which will then be executed with system
rights [Unu]. To that point, the Trojan is able to get access to the memory space of the
legitimate application. Hence, it can read the genuine SCP02 commands (carrying the
symmetric key), and modify it. The crafted command is then sent to the UICC, completing
the process initiated by the legitimate application.

uicc smartphone remote server

— SCP0O2/5CP80
M legitimate app. SCPO2 __orSCPO2/TLS
# malicious app./Trojan ‘

Figure 4: Padding oracle attack targeting an UICC.

Let us assume that encrypting the applet with SCP02 yields k£ blocks Cy, ..., Cx_1
(possibly transmitted to the card through several successive STORE DATA commands), and
that a 16-byte symmetric key lies in the blocks C;, Ciy1, i +1 < k — 1. The number
of SCP02 sessions a card can establish is bounded (to 2'°) as per specification. Hence
the number of trials the attacker can make is also limited. Therefore if (and only if) the
attacker needs to decrypt the whole encrypted applet, it may happen that the key be out
of reach. However, if the attacker knows the position of the key within the encrypted
data (condition 5), she can directly target the corresponding encrypted blocks (whatever
the size of the encrypted applet). In such a case, the attacker uses first the blocks Cj,
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Ci+1 as described in Section 4 and by Algorithm 2. The block C; is changed into C;
in order to incorporate the attacker’s guess g, and the string CN'i||Ci+1 is placed into a
SCP02 command data field (with a trailing 8-byte arbitrary MAC tag, and an optional
leading string Rol| - - - || Rm—1). This fake SCP02 command is then sent to the UICC by
the malicious application. Based on the time elapsed until the UICC sends a response,
the attacker knows if her guess is correct or not. The attacker uses the blocks C;, C;11 to
retrieve the 8 bytes of the symmetric key encrypted as C;41, and the blocks C;_1, C; in
order to get the 8 bytes of the symmetric key encrypted as C;.

The attacker expects a clean and stable response time (condition 2). Yet it may
happen that this time value be influenced by surrounding activities. In such a case more
sophisticated statistical tools may be used by the attacker (e.g., see [CHVV03, AP16]).

Another necessary condition is that the same secret be repeatedly sent through the
secure channel (condition 4). The nominal behaviour of the underlying application
protocol could not be as expected by the attacker. Yet this condition could be fulfilled
if, upon reception of the cryptographically invalid command (modified by the attacker),
the underlying application within the card triggers a message asking the server for a new
delivery of the same message (which contains the secret). Also, upon reception of an error
code, the server could decide to send again the command carrying the secret.!® This error
code may be sent either by the card itself (because the command it received has been
modified by the attacker), or by the attacker.!” Then the server may keep sending the
same command'® until it is acknowledged by the card (SW = 9000).

The complexity per byte is Z’TlK w + Kg. The figures provided in Section 5.4 assume
that each byte is uniformly distributed over {00,...,FF}. However the alphabet size the
secret bytes belong to can be lower than ¢ = 256 (e.g., the secret is some sort of PIN
code or password). That would decrease the overall complexity. Moreover it may also be
possible for the attacker to retrieve only a substring of the secret and then complete the
attack through an exhaustive search or a dictionary attack, if the attacker is able to test
the remaining values.

Furthermore, the attack is made easier if the targeted card does not close the secure
channel when it receives an invalid command (the one modified by the attacker). In such
a case the attacker needs to eavesdrop on the encrypted command (that carries the secret
data) once only. Then she can reuse the same encrypted version of the secret to perform
the successive changes (with the different values g), and send the modified commands to
the card. This would remove the conditions 3 and 4 listed above, necessary to the attack.
Yet a card behaving so would diverge from the SCP02 specification. We stress that none
of the smart cards we have tested behave so.

5.4 Experimental results of the complete attack

We have developed the attack with the Java OPAL library [SSD] which implements several
protocols for smart cards (including SCP02). The communication with the smart card
and the reader is managed with the javax.smartcardio package. The experiments have
been done on two laptops HP EliteBook and Dell Latitude E6430 running on Windows 7.
Four card readers have been used: the inner laptop readers (Broadcom Corp Contacted
SmartCard, Alcor Micro USB Smart Card Reader), a contact reader (Omnikey 5321 Smart
Card Reader USB), and a contactless reader (SpringCard Prox’N’Roll).

Our program simulates both the legitimate server and the attacker. The kinematic
is the following. First an n-byte string is pseudo-randomly generated (the secret value

16Note that, if the remote server sends again this command only or the whole applet, it is very likely
that the symmetric key lie at the same position within the command and the applet. Hence condition 5
remains fulfilled.

7By default, in SCP02, the responses sent by the card are not encrypted nor protected with a MAC tag.

181f not everlastingly, at least many times, which allows the attacker to retrieve a substring of the secret.
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the attacker has to retrieve). Then the server procedure sets up an SCP02 channel with
the smart card and computes shared session keys. Through the channel, an encrypted
command carrying the n-byte secret is sent to the card. A copy of that encrypted command
is given to the attacker procedure, which modifies it, sends it to the card and measures the
response time. The measured time is equal to the elapsed time between the moment the
command is sent and a response is received from the smart card (a single Java procedure,
transmit, handles the command to send and the response to receive). Since the channel is
closed by the smart card (because the modified command sent by the attacker procedure
is cryptographically invalid), the server procedure sets up a new secure channel and sends
again the same n-byte secret. This new encrypted version of the secret is given to the
attacker procedure, and so forth.

We have made experiments with 10 smart cards produced by six different card man-
ufacturers (see Table 1). Prior to the attack, we have made trials in order to get the
distributions Dy, and Dpg for each smart card. This is straightforward since we own
the card keys. Dpg corresponds to a valid padding (and a wrong MAC tag), and Dy
corresponds to an invalid padding (and a wrong MAC as well). We were able to use an
invalid padding during the encryption procedure. Yet in a real context, the adversary that
has access to an SCP02 encryption oracle is able to get a distribution very close to Dy by
changing the trailing bytes of the encrypted data. With high probability, changing these
encrypted bytes yields an invalid padding during the decryption procedure. Alternatively,
the attacker can perform offline tests with a specimen of the targeted card.

As the smart card was the target, we have used commands and not responses to launch
the attack. We have used different types of command (PUT KEY, STORE DATA, GET DATA,
GET STATUS), including commands that are not supposed to carry an application payload.'?
Yet our purpose is to show that it is indeed possible to retrieve plaintext bytes whatever
the command used, be it a command not supposed to carry data besides possible flags
(e.g., GET STATUS, GET DATA), or commands which are designed to transmit sensitive data
to the smart card (e.g., PUT KEY, STORE DATA). We observe that the payload carried in
a PUT KEY command is encrypted with 3DES in CBC mode, as any command payload in
secure mode. However, prior to be transmitted through the secure channel, the “plaintext
data” is first encrypted (with 3DES and another session key than the one used to provide
data confidentiality throughout the secure channel). We stress that we do not break this
inner encryption layer. Yet, the padding oracle attack allows retrieving all the (encrypted)
bytes sent through the secure channel even when this “sensitive” command is used.

The maximum data size for a command is 255 bytes. Without the MAC tag, there
remain 247 bytes = 30 DES blocks + 7 bytes. The attack involves two useful blocks V' and
C. This leaves at most 28 extra blocks R; in order to amplify the timing discrepancy. In
practice we have used either 0 or 28 random blocks depending on the targeted smart card.

In the best case (i.e., Ky = Kr = 1), the average complexity to retrieve n bytes of
plaintext is Z = n X “Tl. The number of available SCP02 sessions is at most 2!% (i.e., the
maximum value of a keyset’ sequence counter). Since a new session has to be established
for each trial, the maximum number of plaintext bytes that can be retrieved in the best
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case is bounded by 2 x 77 < 28 if ¢ = 256.

Table 1 summarises our results. The figures provided are the mean corresponding
to the 300 tests roughly that we have performed with each smart card. For each card,
we provide the average complexity Z to retrieve n = 16 bytes, the average complexity
per byte (Z/n), the number of trials to discard a wrong attempt (Ky ), the number of
trials to detect a right attempt (Kg), the expected response time in case of an invalid
padding (uw ) and valid padding (ug), the threshold ¢,,;, used to detect a correct guess,
the probability 74 that an invalid padding yields a high response time, and the number m

19Note however that such commands, when protected, carry the encrypted padding and the MAC tag.
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Table 1: Experimental results with n = 16 (pseudo-random) bytes of plaintext. (M:
manufacturer, C: card)?’

Hw MR tmin T+

M C (ms) (ms) (ms) m (%) KW KR A Z/TL
| [ A[39.60[4259 [41.00 [28[0.16 [ 1 [ 3 [ 2055.71 | 12848
B [ 40.19 [ 43.94 | 42.00 [ 28 | 044 | 1 | 3 [ 2077.78 | 129.86
o | C[25.17 [84.34 [ 75.00 | 0]0.00[ 1 | 2 [2043.95 [127.75
D | 26.64 | 34.36 [ 32.00 [ 0[0.00 | 1 | 2 |2066.54 | 129.16

| 3 [E[15.61[2565[23.00] 0[000] 1 | 2 [2134.03 [ 133.38 |
o |F [3181 7344873300 [28 [048 [ 1 [ 3 [2109.71 | 131.86
G| 1564 | 1853 [17.00 [ 0028 | 1 | 3 |2103.62 | 131.48

| 5 [H[2518 8486 [ 7200 [ 0] 0.00] 1 [ 2 [ 2048.34 [ 128.02 |
¢ | L2590 35853200 0[006[ 1T [ 3 [2108.60 [131.79
J 14321992 [1750 [ 0 [ 010 [ 1 | 2 |2094.85 | 130.93

of additional blocks R; used to increase the computation time discrepancy. Note that the
minimum for K is 2 in order to be able to correctly find a plaintext byte equal to 80 (in
such a case, at least one additional attempt with the same value g is made). But in fact,
for some cards (Card C, Card D, Card H), Kr =1 is enough to detect a right guess.

As we can see, the complexity per byte Z/n is almost optimal (close to 128.5). Moreover
the heuristic we use is actually valid since the probability 7, that a wrong guess yields a
high response time (i.e., above t,,,) is low.

The duration of the attack to retrieve n = 16 bytes ranges roughly from 160 s (Card A,
Card B) up to 680 s (Card C).

Estimating the number of smart cards affected by this vulnerability is not easy. However
cards likely implementing SCP02 are produced in their billions every year [SIM16, GSM16].
Therefore, the number of impacted smart cards is potentially high.

6 Overview of existing countermeasures

Several countermeasures aiming at mitigating a padding oracle attack have been proposed
formerly. A simple fix proposed by Vaudenay [Vau02] is to pad the plaintext first, and
then to compute the MAC on the padded data. During the whole decryption procedure,
the MAC must be verified first, and the padding data removed after.

As observed by Black and Urtubia [BU02], and proved by Paterson and Watson [PWO0§],
slightly changing a byte-oriented padding of the form 80 00° into a bit-oriented padding of
the form 10---0 makes the padding oracle (almost) vanish. Indeed, any decrypted block
is correctly padded with respect to a padding of the latter form unless the decrypted block
contains no bit equal to 1 (i.e., the block is equal to 00, where d is the block byte length).?!
Therefore the padding oracle is not usable any more if each byte of the plaintext block is
uniformly drawn at random, because the attacker cannot look for each byte independently
but has to enumerate all possible block values. Yet, as noticed by Black and Urtubia, a
dictionary attack may still be conceivable if the attacker looks for a secret value belonging

20For confidentiality purpose, the manufacturer names and the card identifiers are not provided in this
paper.

21This padding scheme is recommended for use with CBC mode by ISO [ISO17], with a slight difference:
the number of optional 0 bits must be as few as possible. Therefore the padding data is carried in one
block at most. This means that any plaintext which last block is all-zero is invalid with respect to this
padding scheme.
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to a reduced size set (if the attacker guesses correctly, the decryption yields 00¢, which is
the only invalid plaintext).

Another scheme resisting padding oracle attacks and proposed by Black and Urtubia
is the following. An arbitrary byte x distinct from the last plaintext byte is picked, and
the data is padded with z. The receiver removes all matching trailing bytes until either a
distinct byte is found or the empty string is reached. With respect to this padding scheme,
any decrypted block is valid. Therefore it seems that the oracle is removed. We observe
however that even this scheme may still provide an oracle, depending on the behaviour of
the receiver when the decryption outputs an empty string. If this yields a distinct error
or a discrepancy in the calculation duration, that could be exploited in order to perform
a (dictionary) attack. Let V||C be the encryption of some secret value B. The attacker
tries all possible values B” and changes V into V/ =V @ B’. Then the decryption of V'||C
yields ENC"Y(C)@ V' = (Ve B)® (V@ B') = B® B'. If B® B’ contains at least two
distinct bytes, then there is at least one remaining byte after the padding extraction. If all
bytes in B @ B’ are equal, then no byte remains after the padding removal. If the attacker
is able to detect such a case, she knows that B = B’ @ (y|- - - |y) where each byte y can
take at most 256 values. Therefore this leaves at most 256 candidates for B.

Canvel et al. [CHVV03] suggest to make error responses time-invariant by simulating a
MAC verification even when there is a padding error. This implies to carefully implement
the decryption procedure in order to eliminate all timing channels. Indeed AlFardan et
al. [AP13] have shown that even a tight channel can be exploited. In addition, the latter
authors warn that adding random delays during the decryption procedure may not be
sufficient if the delays follow a uniform distribution. This change would merely increase
the complexity of the attack.

In turn, Askarov, Zhang, and Myers [AZM10] propose a mitigation scheme that applies
to a broad class of computations. With respect to SCP02, this means sending the responses
at scheduled times (that is somehow padding the response time to an upper bound). These
authors observe that this does not prevent timing leaks, yet it bounds the amount of
information provided through this side channel as a function of the elapsed time.

Another fix is to replace the CBC mode with an authenticated encryption algorithm as
suggested by Kupser, Mainka, Schwenk, and Somorovsky [KMSS15].

The latter proposal or another construction than E&M may be a suitable choice since
Paterson and Watson [PW12] extend the results of Bellare and Namprempre [BN08] to
prove that the E&M construction using CBC mode with a padding method as its encryption
component is not generically secure in the chosen ciphertext setting.?? They also prove
that the EtM construction (known to be secure in general when padding is not considered)
is also secure when a padding method is used. In addition, their security models and
proofs can be used to select padding schemes provably secure with respect to the strong
notion security of indistinguishability of encryptions.

In addition to these countermeasures, in the SCP02 case, one may use the PUT KEY
command in order to send secret values to the smart card (e.g., symmetric keys). The data
field of such a command corresponds to the output of a double encryption process: first with
a session key different than the one used to encrypt and MAC the other commands, then
with these same secure channel session keys. Therefore, applied to a PUT KEY command,
the attack breaks the upper encryption layer but not the inner one, and yields the data
encrypted under this additional session key but not the genuine plaintext data.

Furthermore, the attack can be mitigated by limiting, on the server side, the number
of times the same secret value is sent to the smart card.

22Note that Bellare, Kohno, and Namprempre [BKN04] prove that a particular Encode-then-Encrypt-
and-MAC construction is secure when a padding method is used. But the encoding function is assumed to
be collision resistant (the computation of the authentication tag involves a sequence number unique per
message that aims at precluding collisions between two encoded messages).
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7 Responsible disclosure

Between October 2017 and April 2018, we have informed GlobalPlatform and the manufac-
turers of the tested smart cards. While this paper was under submission, GlobalPlatform
has deprecated SCP02.

As this paper results from a scientific work, we think that our duty is to describe
accurately the experiments we have done, and to provide all the technical specifics so that
any researcher can redo the experiments in order to validate or to refute our findings. We
also think that providing the explicit card models would have fit in with this process.

8 Conclusion

We have shown that the SCP02 protocol (likely the most used GlobalPlatform symmetric-
key based protocol, and implemented in a multitude of smart cards) is subject to a padding
oracle attack. This attack allows retrieving plaintext bytes from an encrypted data field.
We have provided results obtained in an experimental setting made on 10 smart cards
from six different card manufacturers. The attack is fully successful and allows retrieving
many bytes of plaintext within minutes. To the best of our knowledge, this is the first
successful attack against SCP02.

We have also recap several countermeasures formerly proposed in order to mitigate a
padding oracle attack, and suggest additional methods that can be applied in the SCP02
case.

The reasons why the attack is possible are twofolds. Firstly it is due to the specifics of
the SCP02 protocol (namely the E&M procedure used to protect a command, and the
padding scheme). Secondly the implementation itself provides the timing channel that
allows applying the attack. It is unclear to us if the smart card’s differentiated behaviour
can be explained by the source code or by the constraints of the chip the protocol is
implemented in.

These results, based on a technique described in 2002, show that a security scheme (and
any product that implements it) has an expiry date, and should periodically be analysed
anew in light of the last cryptographic findings. Despite existing countermeasures, and
due to other undesirable properties weakening SCP02, we advocate the deprecation of the
protocol and its replacement by SCP03.
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