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Abstract. We provide several concrete implementations of a generic
method given by Vaudenay to construct secure privacy-preserving RFID
authentication and identification systems. More precisely, we give the
first instantiation of the Vaudenay’s result by using the IND-CCA se-
cure DHAES cryptosystem. Next we argue that weaker cryptosystems
can also be used by recalling the WIPR RFID system and giving a new
protocol based on the El Gamal encryption scheme. After that, we in-
troduce a new generic construction based on the use of any IND-CPA
secure public key cryptosystem together with a MAC scheme and de-
scribe a possibility using the Hash El Gamal cryptosystem. We finally
compare all these schemes, both in terms of implementation and secu-
rity, proving that, nowadays the DHAES and our Hash El Gamal based
solutions appear as the most promising schemes.

1 Introduction

RFID (Radio-Frequency IDentification) technology appeared a while ago but it
only spread into a very large number of applications recently, because of both
technical improvements and dramatic cost decrease. RFID tags usually broadcast
a unique identifier over the air whenever they are powered on, as for Electronic
Product Code (EPC) tags with long range used in supply chains, but also for
most short range (ISO 14443/15693) tags regardless of theoretically broader
abilities. This behavior raises many concerns on privacy and active research has
recently been done on this subject.

Many use cases for tags thus require authentication, identification and pri-
vacy. For instance, if the tag is embedded into a passport, it is desirable that
the latter be authenticated and identified by immigration officials while counter-
feited passports should be detected. Moreover, other entities should not be able
to trace all RFID tag’s movements.

* This work has been financially supported by the French Agence Nationale de la
Recherche under the RFID-AP project while 2nd author was working at Orange
Labs.
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1.1 Related Work

Many privacy-friendly RFID authentication constructions already exist in the
literature. Some of them are symmetric-based constructions [19, 17, 10] and some
others [24,20,15,18,4] are designed using asymmetric cryptography, on which
we will focus in this paper.

As an example, Batina et al. [4] prove that it is possible to embed ellip-
tic curve cryptography, but their scheme does not include the privacy proper-
ties. The GPS authentication family, based on the initial work of Girault and
Poupard-Stern , also fits the RFID setting, as stated by Girault and Lefranc [15].
A practical implementation is moreover given in [18]. But, again, the proposed
scheme does not provide the privacy properties we need. An attempt has been
made in [9]. However the efficiency of this scheme is bad as the reader has to
perform an exhaustive search in the database and computes lots of modular
exponentiations in order to identify a tag.

Recently, Vaudenay proposes in [24] a generic privacy-preserving authenti-
cation and identification scheme based on any encryption scheme with undis-
tinguishability property against adaptive chosen-cipher attack (IND-CCA). He
proves that if the cryptosystem is IND-CCA, the scheme is secure and private.
However, no practical instantiation is given by Vaudenay and thus, it only re-
mains a theoretical scheme.

One such concrete instantiation, named WIPR, has afterward been proposed
in [20] using the Rabin encryption scheme. Oren and Feldhofer consequently pro-
vide a concrete hardware implementation of the Vaudenay’s proposal. However,
as the Rabin cryptosystem is only IND-CPA and since there is no security proof
in [20], it remains some work to do on privacy-preserving RFID identification
schemes based on public key cryptosystems.

1.2 Owur Contributions

In this paper, we focus on the generic construction from Vaudenay [24] based on
the use of a public key cryptosystem and we go further by making the following
contributions.

1. We give in Section 2 the first concrete instantiation of the Vaudenay’s result
by using the IND-CCA secure cryptosystem DHAES.

2. We next notice in Section 3 that the IND-CCA property is only reached by
a few public key cryptosystems that can be embedded into an RFID tag and
consequently, we argue that a weaker cryptosystem can also be used. More
precisely, we introduce the “constant fixed non malleability”.

3. Next, in Section 5, we give a new generic construction based on the use of
an IND-CPA secure public key cryptosystem (undistinguishability against
chosen plaintext attack) together with a MAC scheme. We next give an
example of a concrete implementation of this construction.

4. Finally, we make an implementation comparison between all the above in-
stantiations in Section 6.
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2 RFID Systems

In the following, we study protocols where the reader interacts with a tag in
order to authenticate and identify it by retrieving the corresponding identifier
ID, while protecting the privacy of the tag owner against all other readers.

An RFID authentication scheme, denoted S is composed of the following
procedures, where )\ is a security parameter.

— SETUP(1?) is a probabilistic algorithm which outputs the parameters param
of the system, generates a private/public key pair (rsk, rpk) for the reader
and initialized the database DBx to the empty set.

— TKEYGEN(1*, param, I D, rpk) is a probabilistic algorithm which returns a
tag-dependent key set tk[ID]. (ID,tk[ID]) is added in DBg containing the
whole set of legitimate tags.

— IDENT is an interactive protocol between the reader R taking as inputs 17,
param, rsk, rpk and DBx, and a tag 7 with identifier 1D taking as inputs
1", param, tk[ID], rpk and eventually ID. At the end of the protocol, the
reader either accepts the tag and outputs its identifier I.D or rejects it and
outputs L.

2.1 Usual Security Properties

Before introducing the security properties required for an RFID identification
system, it is necessary to first define the adversary by giving him access to some
oracles. Next, we will show that an RFID identification system should provide
two main security properties.

Oracles. We consider that there is only one valid reader R in the system.
However, as we will see below, the adversary will play the role of dishonest
readers to interact with a tag and we assume that the tag does not know a
priori if it is interacting with R or the adversary A. We assume that A is always
given 1%, param and rpk that are initially generated.

— We first assume that there are no tag at the beginning of one experiment
and we give to A an oracle to introduce new tags.

— Vaudenay has been the first to introduce the concept of “future correlations”,
that is the possibility for an adversary against privacy to recognize a tag she
has previously corrupted. For this purpose, he introduces the concept of free
and drawn tags. More precisely, the adversary can only interact with tags
that are sufficiently close to her without having access to other existing ones.
Thus, drawn tags are the ones within “visual contact” to the adversary so
that she can communicate with them using a temporary pseudonym while
free tags are all the other tags. At the creation of a new tag, this tag has the
status free and, at any time, the adversary is able to draw some tags or to
free specific tags.
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— As a consequence, the adversary is only able to interact with tags by using
the pseudonyms. To simplify notation, we denote by tk[t] the secret key of
the tag with pseudonym t, which is equal to the secret key tk[ID] of the
underlying identifier I D of this tag. At the creation of a new tag, this tag
has the status legitimate. Next, A is able to corrupt tags by using a specific
oracle.

— Finally, the adversary can be passive by running the whole protocol IDENT
between a valid tag and the valid reader, or active by participating in an
IDENT protocol, stopping at any step the identification protocol, deleting or
modifying some requests or responses.

Finally, Vaudenay gives the following classification for an adversary which
is said weak if she has no access to the corruption oracle; forward if, after a
corruption query, she can next only make corruption queries; destructive if she
cannot use anymore a corrupted pseudonym t; strong if she has no limit on the
oracles. An adversary is moreover said narrow if she is not able to obtain the
result of an identification.

Correctness. The first security property, the correctness (also known as the
completeness property) says that a legitimate tag is always accepted in the IDENT
protocol. A formal definition can be found in [12]. Note that in some cases, it is
necessary to define a strong correctness, where the aim of the active adversary
is to make rejected a legitimate tag [10], but this is not our case in this paper.

Soundness. The second property is the soundness one. It states that a fake
tag cannot be accepted by the system. One formal definition, called the strong
soundness, is described in [12] where the adversary can corrupt tags.

Privacy. The scheme has to preserve the privacy of a tag in its previous au-
thentications, even if an adversary compromises it and outputs its internal data:
this is what is called forward-privacy.

In fact, several attempts have been done concerning the design of a privacy
model for RFID systems. Le et al. adopt in [17] a specific approach to the
formalization of protocol security based on the Universal Composability (UC)
framework. Some other proposals are based on a different concept, introduced by
Avoine [2] in the RFID setting, where privacy is formalized by the ability for the
adversary to distinguish two known tags. This model was refined by Juels and
Weis [16]. However, none of these models permit the adversary against privacy
to make future correlations (that is the target tags cannot have been corrupted
by the adversary). This case is taken into account in Vaudenay’s model [24],
which is very elegant and complete. However, this model is very hard to handle
and only few papers have used it so far.

Our aim in this paper is not to give a new privacy model for RFID sys-
tems but, in the following, we only give some arguments on what is behind the
“privacy property” according to Vaudenay’s model. In a nutshell, the goal is to
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prove that for a given experiment, the success probability of an adversary, which
interacts with the system through oracles, is undistinguishable of a “blinded”
adversary, which interacts with a simulated system controlled by a simulator,
which does not know anything about secret values. If those success probabilities
are undistinguishable, it means that there are no privacy loss through the com-
munication channel. In other words, the adversary make no effective use of the
messages as their simulation (without using the secret values) leads to the same
probability of success.

Contrary to previous models, as for example the Juels-Weis model, this model
is more complete as the success of the adversary is not limited to linking two
conversations of a same tag. However, a too much powerful adversary will be
able to win against every scheme. Consequently, it is not possible to prove the
strong privacy property (for a non-narrow adversary) for any scheme, as it has
been proven by Vaudenay in his article [24].

3 Privacy of RFID Systems and IND-CCA
Cryptosystems

In this section, we recall the result of Vaudenay which says that the narrow-
strong (which corresponds to the strong privacy for a narrow adversary) and the
forward privacy can be obtained using any public key cryptosystem?.

3.1 The Generic Construction from Vaudenay

We first recall the notion of public key cryptosystems and what does IND-CCA
and IND-CPA say. We next give the generic construction of [24].

Public key cryptosystem. Let a public-key encryption scheme £ = (KEYGEN,
ENc, DEC) such that:

— KEYGEN is a probabilistic key generation algorithm which on input the
security parameter 1* outputs the encryption public key epk and the corre-
sponding decryption secret key esk,

— ENC is a probabilistic encryption algorithm which on input a message m and
the public key epk outputs the corresponding ciphertext c,

— DEC is a deterministic decryption algorithm which on input a ciphertext ¢
and the decryption secret key esk outputs a plaintext m.

The correctness of the scheme is defined as DEC(ENC(m, epk), esk) = m. More-
over, an encryption scheme should also be secure in the sense that it should
not be possible for an adversary to learn any information about the plaintext

4 Note that Vaudenay has proved in [24] that, in the model he has defined, the strong
privacy cannot be reached by an RFID identification system, and thus do not con-
sider that case.
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m underlying a challenge ciphertext c. Such scheme is said to have the indistin-
guishability (IND) property.
We then consider three different attacks for the adversary.

— Under chosen-plaintext attack (CPA), the adversary can obtain ciphertexts
of plaintexts of her choice, using the public key.

— Under non-adaptive chosen-cipher attack (CCA1), the adversary gets, in
addition to the public key, access to an oracle for the decryption function.
The adversary may use this decryption function only for a period of time
before receiving the challenge ciphertext c.

— Under adaptive chosen-cipher attack (CCA2) the adversary again gets, in
addition to the public key, access to an oracle for the decryption function,
but this time she may use this decryption function even on ciphertexts chosen
after obtaining the challenge ciphertext ¢, the only restriction being that the
adversary may not ask for the decryption of c itself.

Note that the notion of IND-CCA usually refers to the IND-CCA2 property
while the IND-CCAL is rarely used in practice. We utilize this notation in the
following.

Proposed construction. Using a public key cryptosystem £ such as defined
above, Vaudenay introduces the following RFID identification scheme, also de-
picted in Figure 1. In this scheme and in all the following ones in this paper,
the reader key pair (rsk, rpk) corresponds to the public key cryptosystem key
pair (esk, epk). Moreover, let tk be the A-bit key of a tag, which is known by
both the tag and the reader. In [24], Vaudenay proves that if the cryptosystem

R T
ae{0,1}* a

¢ = ENc(tk||a, epk)

tk||la = DEC(c, esk)
Check a and tk

Fig. 1. Vaudenay’s protocol

is IND-CPA, then the identification scheme is narrow-strong private and if the
cryptosystem is IND-CCAZ2, the scheme is further secure and forward private.
We do not recall the security proof in this paper.

3.2 A Very Practical Instantiation: the DHAES Case

The DHAES has been introduced in [1] by Abdalla, Bellare and Rogaway and
has been submitted to the IEEE P1363a standard. Its aim is to propose a method
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to encrypt strings using the Diffie-Hellman assumption, since the standard El
Gamal encryption scheme has some flaws when regarding the message as a string.
It is as efficient as the standard El Gamal encryption but has more and bet-
ter security properties since it has been proved to have the indistinguishability
property against adaptive chosen ciphertext attacks with unlimited access to the
decryption oracle (IND-CCAZ2). It is thus possible to directly use it in the above
generic construction to obtain the security of the underlying privacy-preserving
RFID identification scheme (see 3.1 and [24]).

Let G be a cyclic group of prime order ¢q. The private key to decrypt a
message is esk € Z, and the corresponding public key is epk = g**. The DHAES
encryption scheme can be used to obtain and RFID identification scheme as
described in Figure 2, where H is a cryptographically secure hash function.

R T
a€e {O,I}A a

To =g"; R =epk”
ki|lke = H(To||R)

T, = 1\/IAC(tk||a7 k1)
To, Th, T T> = SYMENC(tk||a, k)

kil[ke = H(To [ T5*)
tk|la = SYMDEC(T3, ko)
Verify T1 (using ki), a and tk

Fig. 2. DHAES based protocol

3.3 The “Constant Fixed Non Malleability” Property

In [5], Bellare et al. have shown that the IND-CCA property is equivalent to the
NM-CCA one. The Non-Malleability (NM) property formalizes an adversary’s
inability, given a challenge ciphertext y, to output a different ciphertext 3’ such
that the plaintexts z,z’ underlying these two ciphertexts are “meaningfully re-
lated” (for example, '’ = z + 1).

Intuitively, the soundness property of the Vaudenay’s generic scheme comes
from the non-malleability of the public key cryptosystem while the privacy prop-
erty comes from the indistinguishability property. But the non-malleability prop-
erty may be too strong for our purpose and, as we need lightweight computation,
this may be not a good choice. In fact, most of existing IND-CCA secure cryp-
tosystems are not relevant in the RFID setting and thus, cannot be used in
practice.

However, we can notice that in the Vaudenay’s generic construction, the
RFID tag does not simply encrypt a message but the concatenation of some
secret values tk that are always the same for a particular tag together with
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some randomness a that are “publicly” known, since they are sent in clear by
the reader. We thus introduce the following security definition for encryption
schemes.

Definition 1 (Constant Fixed Non Malleability). A public key encryption
scheme verifies the constant fixed non malleability if given the encryption public
key and having access to an oracle which on input a value a, outputs the encryp-
tion of tk|la, where tk is secret, an adversary is unable to output the encryption
of tk||a on input a with non-negligible probability.

As a conclusion, if we are able to find a public key cryptosystem not neces-
sarily IND-CCA but having the constant fixed non malleability property, then
we have the following result on privacy-preserving RFID systems.

Theorem 1. The Vaudenay’s generic construction given in Figure 1 using a
constant fized non malleable encryption scheme is secure and forward private.

The following sections discuss about the potential existence of a secure and
private scheme based on the constant fixed non-malleability of the used public-
key cryptosystem.

4 Privacy of RFID Systems and IND-CPA Cryptosystems

The scheme presented in Figure 1 can be instantiated with a public-key cryp-
tosystems which is only IND-CPA. In Vaudenay’s article [24], the author claims
that such a scheme is narrow-strong private but not necessarily sound (see section
2.1). In this section, we study the case of several existing IND-CPA public-key
cryptosystems.

We first show that a construction based on the Hash El Gamal is insecure.
We next recall the WIPR construction which is due to Oren and Feldhofer [20]
and which falls in the above case. Finally, we introduce our new construction
based on the El Gamal encryption scheme.

4.1 The Hash El Gamal Case

The Hash El Gamal encryption scheme [11] consists in computing Ty = m @
H(epk”) and T7 = ¢" for the encryption of the message m.

Using the hash El Gamal encryption scheme in the Vaudenay’s construction,
it is trivially possible to break the soundness of the resulting scheme. Concretely,
from one successful authentication Ty = (tk||a) @ H(epk™) and T7 = g", one can
fake the valid tag by simply computing, on reception of the new random a,
To =To ® (0---0||(a ® a)) which is obviously equal to (tk||@) @& H(epk”). Thus,
(Tg, T1) is a valid authentication of ID under the request a. One possibility to
avoid this attack is to keep all received successful authentications and checks that
the received T7 has not previously been used. But we do not want the reader to
perform so many comparisons and store so much data in its database.
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4.2 The Rabin Case

The Rabin cryptosystem [21] is a public key cryptosystem introduced by Rabin
whose security is related to the factorization problem. In the RFID setting, this
cryptosystem has been used by Shamir to describe a MAC scheme [22]. In [20],
Oren and Feldhofer also use this cryptosystem in the design of their privacy-
preserving RFID identification scheme named WIPR. Let p and ¢ be two large
prime numbers and let n = pq. The private key esk is the factorization (p,q)
of n and the corresponding public key epk is m. The scheme is described in
Figure 3, where BYTEMIX is a publicly known byte-interleaving operation used
to ensure that neither the tag nor the reader fully dominates a large element
of the plaintext.Moreover, reduction modulo n is replaced by an addition of a
multiple of the divisor n.

R T
a € {0,1}* a

Choose 7, w at random
m = BYTEMIX(tk||al||7)

c=m?24+wn

tk|la|lr = /2 (mod n)
Verify a and tk

Fig. 3. The WIPR protocol

Security Considerations. As said above, it is well-known that the Rabin
cryptosystem is not IND-CCA. The preprocessing step which consists in adding
some redundancy permits to overcome some known chosen ciphertext attacks
but no security proof can be done. However, it is not possible to prove that the
resulting encryption scheme is IND-CCA secure.

Nevertheless, we only need that the scheme verifies the constant fized non
malleability property. In [25], the authors show that without a good preprocess-
ing step (e.g. a weak BYTEMIX), the scheme is unsecure. They use the prepro-
cessing step SAEP (Simple OAEP) so as to prove the security in a simple model
where, unfortunately, strong privacy is not taken into account.

4.3 The El Gamal Case

The El Gamal encryption scheme has been introduced in [14] and is now largely
used in many cryptographic papers. The El Gamal encryption scheme can be
used either in groups of prime order or in groups of unknown order. In the
following, we use a group of prime order.
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Description of the System. Let G be a cyclic group of prime order q. The
private key to decrypt a message is esk € Z, and the corresponding public key is
epk = ¢°K. We next obtain the RFID identification scheme described in Figure 4.

R T
a € {0,1}* a

T1 = (tk||a).epk”
T, T, T2=9g"

tklla = T1.T5 =
Verify a and tk

Fig. 4. El Gamal based protocol

Security Considerations. As for the Rabin case, we are unable to provide
a proof that the construction based on El Gamal is secure but again, it would
seem that this is the case.

In addition to what has been said for the Rabin case, the El Gamal opens
a new problem. In fact, we should be careful here that the message tk|ja truly
belongs to the right working group. This should be done by using a good prepro-
cessing step. Note however that this may imply some additional computations
for the RFID tag. This is for example the case if the implementation is done
using elliptic curves [8].

5 Privacy and IND-CPA Cryptosystems + MAC

In this section, we first provide a generic construction of a privacy-preserving
RFID identification system which make use of any IND-CPA public key cryp-
tosystem and a MAC function. Next, we provide a practical implementation
using the Hash El Gamal encryption scheme.

5.1 Our New Generic Construction

Our generic construction needs a public key cryptosystem and a MAC scheme
as defined below.

MAC function. A cryptographic message authentication code (MAC) is a
cryptographic tool used to authenticate a message and belongs to the family
of symmetric cryptography. A MAC scheme denoted M is composed of the
following procedures: KEYGEN is the key generation algorithm which permits
to generate the MAC key denoted k; MAC is the code generation algorithm
which accepts as input an arbitrary-length message m and the secret key k and
outputs the MAC o for message m, under the secret key k; VERMAC is the code

Appeared in J.M. Miret and F. Sebé (Eds.): WLC 2010, volume to appear of LNCS.
© Springer-Verlag Berlin Heidelberg 2010



verification algorithm which takes as input a message m, the secret key k and a
message authentication code o and outputs 1 if o = MAC(m, k) and 0 otherwise.

To be considered as secure, a MAC scheme should resist to existential forgery
under chosen-plaintext attacks (EF-CPA). This means that even if an adversary
A has access to an oracle which possesses the secret key and generates MACs for
messages chosen by the adversary, A is unable to guess the MAC for a message
it did not query to the oracle.

Proposed construction. Let £ be a public-key encryption scheme with the
IND-CPA property and a MAC scheme M such as defined above, we next in-
troduce our new RFID identification scheme in Figure 5, wheree ach tag shares
with the reader a unique key denoted tk.

R T
a € {0,1}* a

k = M.KEYGEN(1*)
¢ = ENc(tk||a||k, epk)
c,To Ty = 1\'1AC(t|(||a7 k)

tk||a|lk = DEC(c, esk)
Verify T (using k), a and tk

Fig. 5. Our generic protocol

Security Considerations. Assume an adversary able to impersonate an
uncorrupted tag. As she has no control over the nonce a chosen by the reader, the
returned values will correspond, with a significant probability, to a new message
tk||a, which contradict the EF-CPA property of the MAC. Consequently, under
the EF-CPA property, our new generic construction is sound.

Regarding the untraceability property, we have to prove that for every adver-
sary A of this protocol, there exists a blinded adversary A8 such that whatever
A do, AP can obtain the same result by interacting with the simulator. The
game technique, presented by Shoup is perfectly adapted to obtain this result.
The purpose is to replace every interactions with oracles of A4 by an answer
of the simulator. The success of each game is the experiment that perform the
adversary, for example : find a non-trivial link between two pseudonyms. If the
difference between the success probabilities of two successive games is negligi-
ble, then it follows that the difference between the success probability of the
adversary and the one of the blinded adversary is negligible.

We give here some details about this proof. It is possible to replace one
by one every plaintexts of the public key cryptography by random messages. As
detailled in [23], these operations cannot influenced the success probability of the
adversary, otherwise it is possible to exhibit a distinguisher for the IND-CPA
experiment. In order to obtain a perfect simulation of all messages exchanged
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during the experiment, it is also necessary to modify inputs of the MAC function.
For this purpose, the MAC scheme must be a pseudo random function, which is
also required to avoid attacks as those presented in [6]. This is not restrictive in
practice as most of MAC schemes verifies this property. In conclusion, as we use
the game technique, the difference between the success probabilities of A and
APB is increased by the advantage of an adversary against the IND-CPA property
of the encryption scheme plus the advantage of an adversary against the pseudo-
random property. As both of these advantages are negligible by definition, the
success probability of A must be negligible which demonstrates the untreacability
property of our scheme.

5.2 The Hash El Gamal Case

The Hash El Gamal encryption scheme [11] is a variant of the classical El Gamal
encryption scheme which uses a hash function. It allows a compact ciphertext
and avoids problems with messages whose orders are not the one of the group.

Description of the System. Let G be a cyclic group of prime order q. The
private key to decrypt a message is esk € Z, and the corresponding public key is
epk = ¢g°K. We thus obtain the RFID identification scheme described in Figure 6.

R T
A
a € {0,1} a k = M.KeyGEN(1*)
T = (tk|lallk) & H(epk™)
T =g"
To, Ty, T2 Ty = l\IAC(tk”a7 k)

tkllallk = To ® H(T$™)
Verify T (using k), a and tk

Fig. 6. Hash El Gamal based protocol

In a nutshell, we have described an efficient authentication scheme based
on an IND-CPA public-key cryptosystem and a MAC scheme. It is sound and
private as the DHAES scheme and seems to be efficient. In the next section we
give some implementation estimation for all presented schemes. We will then be
able to conclude about the relevancy of an authentication scheme based on an
IND-CPA public-key cryptosystem.

6 Comparison
It is notoriously difficult to make implementation estimates without going through

the implementation process and so, by necessity, our estimates offer a rough guide
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only. In particular, since there are so many implementation variables (space,
power, speed...) and so we have concentrated our efforts on getting an estimate
for the space required, using as our data-points established reference points in
the literature. Of course power consumption and timing are vital considerations,
however our goal has been to give a first-order comparison between the schemes
described in this paper. Throughout, we will use gate equivalents (GEs) as the
unit of comparison. We're aiming for a 80-bit security level which is typically of
interest and we will use approximatively 160-bit elliptic curves.

The case of DHAES. To reach our security model we choose the parameters
tk, a, k; and ko to all be 80-bits in length. We might consider using coupons
and pre-computing a set of 320-bit valid coupons of the form (7o, kq||ke) where
To = g" and kq||ke = H(Tp||epk”). These would be stored on the tag.

In terms of computational operations, the tag computes SYMENC over a
160-bit input as well as a MAC with a 160-bit input.

An efficient option would probably be to build the symmetric primitives out
of a block cipher. One could use AES for SYMENC and a corresponding MAC-
construction which could all be done for around 3600 GE [13], though some
significant overheads to deal with different modes should be anticipated. A more
lightweight possibility would be to use PRESENT [7] to construct both SYMENC
and the corresponding MAC. A range of implementations suggests that 1500
GE would be a good estimate for the basic core, with a range of overheads
suggesting that 2000-3000 GE could be enough. Finally the last possibility is
to store the 160-bit key k3 generated by a pseudo random generator and ko
and to don’t store ko in the tag as a coupon. This means using 400-bit coupons
(To, ki1 ||ks). As the exclusive-or on the tag of two 160-bit numbers requires around
400 GE, this increases slightly the number of gates but requires half less PRESENT
computations so it appears as the most efficient in term of implementation.

The case of WIPR. In [20], Oren and Feldhofer propose a hardware imple-
mentation of WIPR and obtain a total chip area of 5705 GEs. Note that this
implementation does not use elliptic curves and coupons, and so this offers some
additional storage and usage advantages over the schemes that do.

The case of El Gamal. As in the case of DHAES, it is interesting to con-
sider the use of coupons. In this scheme the 320-bit coupons are of the form
(epk”, T = ¢"). However even though we use coupons, the computation that
remains on the tag is an elliptic curve addition. Depending on the elliptic curve
and the underlying field arithmetic, there are a vast range of different elliptic
curve implementations available. The most striking are those of Batina et al [3]
where we might expect an elliptic curve addition to take a few thousand GEs.

The case of Hash El Gamal. Again, coupons are likely to make the most
efficient implementations. In this scheme, the 480-bit coupons are of the form
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Scheme DHAES WIPR | El Gamal |Our scheme
Security proof|standard model|don’t exist|don’t exist| ROM
GE ~ 3000 5705 > 5000 ~ 3000

Table 1. Comparison of schemes in gate equivalents and security proofs

(k,H(epk™), Ty = g"). It is possible to generalize the scheme by replacing the
computation of Ty via the exclusive-or to encryption using any symmetric scheme.
However, the use of the exclusive-or would perhaps offer the best implementa-
tion opportunities. In this case in term of implementation the situation is like the
last possibility for DHAES with the difference than the tag has to store bigger
coupons and to perform an exclusive-or between two 240-bit numbers instead of
two 160-bit numbers so it requires approximatively 200 GE more.

Summary. While coupons carry a storage and usage cost, they are often the
best technique available to make a serious reduction in the cost of an on-tag
RFID computation. With these in place, most of the rest of the functionality
can be provided using lightweight primitives such as PRESENT. This tend to all
lead to roughly the same space cost for the cryptographic operations (except for
the case of El Gamal) with a slightly edge for DHAES.

Table 6 sum up the previous comparison of this paper. It is obvious that
in terms of security, the DHAES scheme is most promising than the Hash El
Gamal scheme as for the same estimation of gate equivalent, security is proven
in a better model, the standard one. But in terms of time execution, the the
Hash El Gamal scheme seems better since the generation of the key k can be
pre-computed while the execution of the hash function cannot.

Nevertheless, we have prove in this paper that it is possible to reach the higher
security level for an RFID authentication scheme from an IND-CPA encryption
scheme. Then, it is may be possible to develop a really performant scheme by
using such a scheme.
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